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ABSTRACT

This study investigates how ransomware cyberattacks on Indonesia’s largest Islamic bank, Bank Syariah
Indonesia (BSI), affect Muslim customers’ trust and their intention to continue using BSI Mobile after the
cyberattacks, leading to digital service breakdowns. This study integrates the Technology Acceptance Model
(TAM) with trust and customers’ low-risk perception as an extended mediator, along with perceived ease of use
and perceived usefulness. To deepen understanding of the digital service failure post-cyberattack context in Is-
lamic banking, the model also includes religious concerns about avoiding riba and Islamic mobile banking fea-
tures as moderators, proposing a TAM-trust mediation-moderation model. A total of 388 primary data sets were
collected using convenience sampling and analyzed using PLS-SEM and MGA. The findings revealed that trust is a
major driver of BSI Mobile’s continued use after service breakdowns post-cyberattack. Trust positively affected
perceived ease of use, perceived usefulness, low-risk perception, and intention to use. Perceived usefulness and
low-risk perception did not have a direct or indirect effect. Only perceived ease of use has direct and indirect
effects that mediate trust and intention to use. The religious concern to avoid riba is a crucial moderator that
strengthens the relationship between trust and low-risk perception. The Islamic features did not moderate any
relationships, implying that they are not significantly distinguished from the conventional ones. This study ex-
tends the existing literature on Islamic mobile banking adoption and digital trust in the context of service failures
and cyberattacks. The religious concern to avoid riba as a faith-based commitment partially alters conventional
adoption pathways. Practically, this study suggests strategies to develop trust-building mechanisms by managing
cybersecurity risks and promoting the adoption of Islamic mobile banking in Indonesia.

1. Introduction

[118], Islamic banking transactions are also increasing. In the past
financial year 2022 to 2023, the global investments of Islamic economy

According to the Bank of Indonesia, due to the increase in online
shopping, Indonesia has experienced significant growth in digital pay-
ment transactions, reaching IDR 305.4 trillion or an increase of 43.66 %
YoY, which is in line with the growth of digital banking transactions to
IDR 3,468.4 trillion or a 61.80 % growth YoY in August 2021 [172,184].
Consumers’ changing behavior toward online shopping has largely
impacted the acceleration of mobile banking usage [162], delivering
channels for cashless payments [119]. In 2021, 78 % of consumers
actively use mobile banking at least once a month, up from 57 % in 2017
[196].

Driven by the development of global halal products and services
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companies increased by 128 % to US$25.9 billion. Over 55 % is in Is-
lamic finance, 19.2 % is in Islamic media, 13.1 % is in Halal tourism, and
8.5 % is in Halal food, which reflects venture capital investments in tech
start-ups, private equity investments, and corporate-led mergers and
acquisitions. By 2026, global Islamic finance assets are expected to reach
US$5.96 trillion, while Halal food and beverage spending is projected to
reach US$1.89 trillion by 2027. Based on the 2023 Global Islamic
Economy Indicator, Indonesia replaced the UAE and moved up to third
place after Malaysia and Saudi Arabia [157].

As the country with the largest Muslim population in the world
[198], Indonesia’s economy operates a dual banking system, combining
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Islamic banking with conventional banking [52,83]. On February 1,
2021, Indonesia made a breakthrough by merging three state-owned
Islamic banks, namely BSM, BRI Syariah, and BNI Syariah, into Bank
Syariah Indonesia (BSI), which manages 50 % of Islamic banking assets,
making it the largest in Indonesia [146]. With IDR 353.62 trillion worth
of assets in 2023, BSI is the sixth-largest bank in Indonesia, after Bank
Mandiri, BRI, BCA, BNI, BTN, and CIMB Niaga [22].

BSI has strengthened its digital services with BSI Mobile, providing
various features, which include payments, purchases, transfers, cus-
tomers’ account info, QR Code Indonesian Standard (QRIS), E-mas (gold
trading), cash withdrawal, favorite (customized) menus, ATM and BSI
branch locations, opening online saving accounts, top-up e-wallet and
balance checking, e-commerce (scheduled transactions), locations and
keyboard [25]. It also features Islamic elements, including prayer times
and reminders, Qibla (the direction of prayer), mosque locations,
Share-ZISWAF (payment for Islamic-based donations), Hajj and Umrah
(Islamic pilgrimage) payments, and Hasanah (Sharia-based credit card)
payments [179]. BSI also has the “Aisyah” chatbot as a customer’s vir-
tual assistant [25].

BSI has so far become customers’ primary choice for the Islamic
banking sector, with a broader reach, market share, products, and ser-
vice varieties [42]. However, on May 8, 2023, customers were unable to
transact through all digital services, including tellers at branch offices
and ATMs. When ATMs and branch offices were back to normal, BSI
Mobile still could not be used [23]. On May 10, 2023, Erick Thohir, the
Minister of State-Owned Enterprises, confirmed that BSI’s IT system was
down and emphasized that cyberattacks must be anticipated [136].

There are 212.9 million internet users or 77 % of the Indonesian total
population, with 128 % or 353.8 million cellular mobile connections,
and 60.4 % or 167 million active social media users [186]. As part of
daily life, social media swiftly becomes customers’ primary source of
product information [104], enhancing communication efficiency [67,
74]. Social media serves as a way for businesses to connect and
communicate with customers [17]. Hoping to decrease customer com-
plaints, BSI announced through its Instagram that BSI Mobile will
gradually recover. BSI posted that with maximum effort, all obstacles
will be overcome. Netizens responded to the post with lots of negative
comments [133]. BSI digital service breakdowns had led to national
news reports about its networks being hit by ransomware cyberattacks
[136,151].

On May 13, 2023, the Fusion Intelligence Center announced on
Twitter (X) that the LockBit ransomware hacker gang claimed re-
sponsibility for the BSI digital service breakdowns. The president di-
rector of BSI, Hery Gunardi, explained that due to the cyberattack news,
further proof was needed through audits and digital forensics [137].
Although most features were back to normal on May 15, 2023, BSI
Mobile experienced another problem with MPN (the State Revenue
Module) and SPAN (the State Budget Treasury System) service trans-
actions [139]. On May 16, 2023, the Dark Tracer’s Twitter account
revealed that the LockBit ransomware hacker gang had spread BSI
customers’ data on the dark web and had asked BSI for a ransom of IDR
295.61 billion [139]. Responding to the data leaks issue, BSI’s corporate
secretary, Gunawan Hartoyo, explained that BSI had coordinated with
the authorities and strengthened its banking and cybersecurity system.
BSI ensured customers that it was safe to transact, and their funds and
data remained safe [64].

In June 2024, Indonesia’s second-largest Muslim organization,
Muhammadiyah, decided to withdraw its funds from BSI and direct
them to other Islamic banks. According to media reports, the withdrawn
funds total more than IDR 13 trillion (US$815 million) and were taken to
avoid concentration risk, contributing to the creation of healthy
competition among Islamic banks [165]. On January 17 and July 6,
2024, BSI Mobile experienced another digital service breakdown, and
once again, customer complaints were circulated on social media and
appeared in online news [41,73]. The withdrawal of Muhammadiyah’s
funds from BSI and its subsequent switch to other banks can have a
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significant impact on BSI and the broader Islamic banking sector. Ac-
cording to Wahyudi & Almira [183] for organizations with strong reli-
gious or community ties, such as Muhammadiyah, withdrawing funds
can influence perceptions of BSI’s stability and reputation among other
customers. The separation from Muhammadiyah will challenge BSI’s
organizational culture and customer trust relationships. However, ac-
cording to Dzikri et al. [48] BSI's implementation of Customer Rela-
tionship Management (CRM) strategies has helped maintain customer
satisfaction and loyalty among remaining clients. Nonetheless, losing a
significant institutional partner like Muhammadiyah remains a notable
challenge.

BSI’s digital service breakdowns in May 2023 caused lots of customer
complaints, especially on social media [23], leading to national news
[14,23,133,136,151,177]. On BSI’s Instagram, netizens commented that
the prolonged BSI Mobile service breakdowns had broken their trust and
demanded compensation [133]. Yudhistira and Talita [193] analyzed
public sentiment as a reaction to BSI service breakdowns involving data
collection from X (Twitter) using the Naive Bayes algorithm. With Tweet
Crawler, 991 tweets were collected from May 8 to 11, 2023. It recorded
525 negative sentiments, 325 neutral sentiments, and 141 positive
sentiments. An accuracy rate of 81.03 % was shown after comparing
with the Google Cloud Natural Language APL. It revealed that BSI service
breakdowns negatively affect people’s trust and happiness, potentially
damaging BSI’s reputation.

A ransomware cyberattack is a severe security issue. According to the
Chairman of the Islamic Economics Study Forum, Abdul Gofur, BSI
digital service breakdowns may cause public distrust of the Islamic
economic and banking system in Indonesia [56]. Thus, it is essential to
investigate customers’ responses to BSI digital service breakdowns
following ransomware cyberattacks in May 2023, by analyzing their
trust and continuance intention to use BSI Mobile, with the Technology
Acceptance Model (TAM) as the theoretical foundation.

The vast majority of studies of mobile payment adoption have pri-
marily used TAM [34]. Empirical evidence from various TAM studies
showed that perceived ease of use and usefulness have prominent roles
in determining customers’ acceptance of technologies across various
domains, such as information technology [44], computer technology
[45,46,182], e-payment [94,149], e-commerce and marketplaces [36,
123,169,189], mobile banking [19,93,110], e-wallets [155,174], a
sport-branded app [188], e-procurement technology [3], telecommu-
nication technology [12,168], video on demand technology [126],
e-learning [68,121], accounting education technology [11], social
media [15,87,129], and food delivery apps [164].

However, some studies found that TAM has limitations in explaining
customers’ reasons, motives, behaviors, and social environments for
technology acceptance [10,60,97]. In response to these research gaps,
Ajibade [10] found that TAM needs government-perspective interaction
when analyzing online shopping market environments. Napitupulu
[113] and Torres & Gerhart [175] also found that TAM has not yet
adopted a user-centered approach in examining the mobile adoption
phenomenon. This approach focuses on user characteristics, such as
self-efficacy—the users’ confidence in their ability to control their
motivation, behavior, and social environment — as a method of service
utilization. Aisyah and Sesunan [9] also found the need for TAM to
integrate subjective norms and perceived behavior control of TPB
(Theory of Planned Behavior) to analyze customers’ acceptance of a
Sharia-based e-wallet.

ICT Institute’s technology observer, Heru Sutadi, explained that the
challenge of customer adoption of digital banking services lies in trust,
and what happened to BSI may hamper the digital transformation pro-
cess in society, which is very likely to cause public distrust in using
digital banking services. Despite customer reliance on it, they still
worried about the risk of losing funds and data privacy [151]. In digital
transactions, trust is subject to service providers’ actions in securing
users’ funds and data privacy [93,123,124,189]. Customers’ trust will
impact their intention to use a technology [34,116,123]. Moreover, trust
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also has a positive impact on lowering customers’ perceived risk
[123-125,189]. Perceived risk determines the risk or the level of un-
certainty in using a technology [123,124,155]. Thus, customers’
low-risk perception positively affects their intention to use, and medi-
ates the indirect relationship between trust and intention to use
[123-125,189].

Due to the prolonged BSI Mobile service breakdowns, netizens
through BSI’s Instagram threatened to switch accounts [133]. Trust and
low-risk perceptions are central to customers’ continuance usage of a
technology. Trust is consistently found to have a strong and positive
effect on customers’ intention to use and loyalty to Islamic mobile
banking [21,107,120,148]. A higher level of trust increases adoption
and loyalty, while a higher level of perceived risk can hinder adoption
and loyalty. Customer uncertainty about the security can increase
perceived risk and reduce customers’ adoption of Islamic mobile
banking [6,166,194]. However, some studies have found that although
perceived risk can negatively impact adoption, its effect is often less
direct than trust. Some studies also found that perceived risk did not
significantly deter adoption if trust was high and if risk was managed
through strong security and regulatory measures [6,166], which leads to
research gaps. To understand how trust erosion and risk uncertainty
might lead to customers permanently abandoning BSI Mobile
post-cyberattack that leads to digital service breakdowns, this study
integrates TAM with trust and low-risk perception, which warrants
further investigation.

Previous studies found that TAM needs to integrate religiosity and
Sharia-compliance factors to analyze Muslim customers’ motives for
using Islamic banking services [57,76,109,112,167,180]. Sarofim et al.
[152] found that religiosity corresponded with higher levels of belief in
fate, leading to lower levels of customer dissatisfaction. On BSI’s
Instagram, netizens commented that the breakdowns in the BSI Mobile
service have caused them many disadvantages. However, they also
admitted that they chose BSI for religious concerns to avoid riba or usury
[133]. In Islamic law, interest-based products are strictly forbidden and
considered exploitative. Islamic banking and financial institutions pro-
vide Sharia-compliant alternatives to conventional interest-based prod-
ucts, including mobile applications, which are structured to avoid any
form of riba [108]. Multiple studies found that Muslims with a strong
concern for riba prohibition are more likely to choose Islamic banking
and financial services over conventional ones [51,131]. Newton et al.
[114] found that the presence of religious symbols can lead individuals
to soften their evaluations of a personally experienced service failure
encounter. This impact emerges through the activation of forgiveness.
However, it is only among those with a religious upbringing. The impact
depends on the nature of the service failure recipient. If the recipient is
perceived as vulnerable, this can harden evaluations of the service
failure encounter. Thus, it warrants further investigation to determine
whether customers’ spiritual fidelity, especially their desire to avoid
riba, can outweigh the negative impact of functional failures experi-
enced with BSI Mobile after the cyberattack.

Besides riba, Islamic banking also avoids gharar (excessive uncer-
tainty), maysir (gambling), tadlis (fraud), riswah (bribery), and isyraf
(extravagance) in its products and services [49]. Customers use Islamic
mobile banking for its convenience, especially for facilitating Islamic
social payments [13], such as infaq (charitable donations) and zakat
(almsgiving) [108]. To meet the Muslim lifestyle as its primary target, it
also provides other Islamic features like prayer time reminders and Qibla
direction [111,178]. Although Mutia Hendarti et al. [111] and Ulya
et al. [178] found that Islamic features may distinguish Islamic mobile
banking from conventional ones, none of the previous studies specif-
ically analyzed whether these features positively influence customers’
perceived usefulness or usage intention, leading to a research gap that
requires further investigation.

This study integrates TAM with trust and low-risk perception. Both
positively impact customer intention to use. As a mediator, along with
perceived ease of use and usefulness, low-risk perception mediates the
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indirect effect of trust on intention to use. Additionally, this study in-
corporates customers’ religious concerns about avoiding riba and Is-
lamic mobile banking features as moderators into the model. Religiosity
has a significant influence on the adoption of Islamic mobile banking.
Muslims are more likely to use it when it is easy to use, useful, and aligns
with Islamic values. Islamic banks ensure that their mobile banking
services comply with Islamic law and cater to Muslims’ religious needs,
such as ZISWAF payments or prayer-related features [167]. The reli-
gious concern to avoid riba uniquely moderates the relationship between
trust and low-risk perception, as well as the relationship between
low-risk perception and intention to use. Islamic mobile banking fea-
tures may also moderate the relationships between trust and perceived
usefulness, as well as between perceived usefulness and intention to use.
The lack of TAM studies integrating trust and the mediation-moderation
model in the context of service failures following cyberattacks in Islamic
mobile banking makes this research novel.

As the real-world events in the digital transformation of Islamic
banking in Indonesia, the sensitivity of cyberattack impacts on the
adoption of its mobile banking services, and the lack of studies exam-
ining TAM that incorporate trust and religiousity within Islamic
banking, particularly following a cyberattack-induced service break-
downs, this study aims to fill the research gaps with the extended model
of the TAM-trust mediation-moderation framework. In the proposed
model, customer low-risk perception, along with perceived ease of use
and usefulness, mediates the indirect effect of trust on intention to use.
As mediators, the religious concern to avoid riba moderates the re-
lationships between trust and low-risk perception, as well as between
low-risk perception and intention to use. The Islamic mobile banking
features moderate the trust and perceived usefulness relationship, as
well as the perceived usefulness and intention-to-use relationship. This
study addresses the following research objectives: (1) to analyze the
integration of TAM with trust and to examine trust’s effect on other
factors, (2) to analyze what factors influence customer continuance
intention to use BSI Mobile after service breakdowns post-cyberattack,
(3) to analyze the role of mediators, and (4) the role of moderators in
the proposed model.

This study presents a theoretically transformative contribution to
Islamic banking and digital trust literatures by extending the TAM
theoretical base with trust, low-risk perception, and the mediation-
moderation framework to understand customer adoption of Islamic
mobile banking in the context of cyberattacks and service failures. Based
on the findings and implications, this study proposes strategies for
managing customer trust, cybersecurity risks, and mobile banking
adoption, making practical contributions to the digital transformation of
Islamic banking in Indonesia.

The remaining paper is organized as follows: Section 2 discusses the
theoretical review of previous studies on factors, their relationships, and
hypothesis development. Section 3 discusses the research method. Sec-
tions 4 and 5 consist of results and discussions. Sections 6 and 7 discuss
the theoretical contribution and practical implications. Section 8 dis-
cusses limitations and outlines future research directions.

2. Theoretical and hypotheses development of the TAM-trust
mediation-moderation model

2.1. The technology acceptance model (TAM)

The technology acceptance model was developed by Davis [44], who
adopted the Theory of Reasoned Action (TRA) by Fishbein and Ajzen
[53]. TRA is a well-established model that broadly explains customer
intention and actual behavior regarding the purchase or use of products
and services. TAM has two factors: perceived ease of use and usefulness,
which affect users’ acceptance of new technologies [44-46,182].
Customer acceptance of a technology can be defined as a situation in
which a customer is interested in using digital services from a service
provider [9-11,110,123,155,174]. Knowing customers’ intentions is
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important for service providers in predicting customers’ demand.
Customer acceptance is measured by their intention to do another
transaction in the future, use it frequently, and have no intention to stop
engaging with the service [53,91,94]. Based on TAM, customers’
acceptance or rejection of using BSI Mobile after service breakdowns
following a cyberattack is driven by perceived ease of use and
usefulness.

Perceived ease of use refers to the difficulty or effort required by
customers to use a technology, encompassing factors such as ease of
learning, flexibility, understandability, and controllability [38,44,116].
Multiple studies across various domains have indicated that perceived
ease of use is a strong predictor of intention to use. Yang et al. [191]
found that effort expectancy, or perceived ease of use, plays a crucial
role in influencing user intention to use a gamified mobile wallet.
Perceived ease of use is a crucial factor in the adoption of mobile health
services by older users [195]. Perceived ease of use can be considered as
a salient indicator of e-commerce acceptance [18]. As a cognitive
instrumental process, perceived ease of use influenced user acceptance
of Information Technology in the workplace [182]. Perceived ease of use
determines the subscribers’ intention to use 3 G mobile services [168].
Users may reject a digital service requiring too much effort [116].

Moreover, perceived ease of use is better with the support of
perceived usefulness [191]. The more straightforward the technology is,
the more useful it is, providing users with benefits in carrying out spe-
cific tasks [182,191]. Thus, perceived ease of use positively affects both
perceived usefulness and users’ intention to use [11,45,93,123,182].
Perceived usefulness refers to customers’ perception of a technology’s
performance. Perceived usefulness has a substantial impact on cus-
tomers’ intention to use. It indicates the degree to which customers
believe that the technology will enhance their activities, job perfor-
mance, and productivity [9,44,45,94,99,116,189]. The ability to utilise
and personalize the services leads to satisfaction [8]. Satisfied customers
develop a favorable intention to continue using the product or service.
They firmly believe that the technology has more advantages, has more
features, is more effective, and is faster than other similar technologies
[24,116,117,155]. These present the following hypothesis:

H1. Perceived ease of use positively affects perceived usefulness.

H2. Perceived ease of use positively affects continuance intention to
use.

H3. Perceived usefulness positively affects continuance intention to
use.

2.2. The integration of trust and low-risk perception in TAM

Another user’s primary concern in accepting digital services is that
they will only use it from a trustworthy provider [34,116]. Due to
cyberattacks and service failures, users may encounter issues that pose
security and privacy risks. To resolve these issues, TAM must integrate
trust and low-risk perception to analyze users’ continuance intention to
use the services. Trust represents users’ belief that the service provider is
reliable and trustworthy [55], responsible [34], benevolent [65,93],
constantly fulfill its obligations and promises, and does not exploit users’
vulnerabilities, bringing confidence in the quality of service [55,72].

When users trust a particular online store, they believe that the store
is safer compared to other stores [123]. Trust builds good relationships
with the service provider [55] and strongly influences their intention to
use [34,116,120,123]. While perceived risk represents uncertainty or
potential failure to meet the intended goals in using a technology,
referring to security and privacy risk [85,135], making potential risks
outweigh the benefits [123,124,155]. If users have a low-risk perception
of using a technology, it will positively affect their intention to use it
[18,30,69,123-125,159,189]. A higher level of trust reduces perceived
risk. Thus, trust has a positive effect on the perception of low risk
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associated with using a technology. Low-risk perception also mediates
the indirect effect of trust on intention to use [123-125,189]. These
present the following hypothesis:

H4. Low-risk perception positively affects continuance intention to
use.

H5. Trust positively affects continuance intention to use.

H6. Trust positively affects low-risk perception.

In the TAM-trust integration model, trust positively impacts
perceived ease of use and usefulness. It involves reducing the time and
effort required for users to execute a service by fostering confidence in
the provider’s reliability and promises, resulting in a smoother and more
effortless experience [123,189]. Trust also positively impacts perceived
usefulness, shaping users’ perceptions of the intended services’ useful-
ness. Trust reflects users’ confidence in the service provider’s ability to
guarantee that they gain the expected usefulness as promised from using
the service [123,189]. These present the following hypothesis:

H7. Trust positively affects perceived ease of use.
H8. Trust positively affects perceived usefulness.
2.3. The mediation factors in the TAM-trust model

Trust has been associated with mediating positive perceptions of the
technology that stimulate users’ intention to use. In the TAM-trust
mediation model, perceived ease of use, usefulness, and risk are the
intervening variables that mediate the indirect effect of trust on inten-
tion to use a technology. The mediation of perceived ease of use reflects
trust in technology’s flexibility and responsiveness, which stimulates
intention to use [123,189]. The mediation of perceived usefulness re-
flects trust in technology’s usability, effectiveness, and good service
quality, which stimulates intention to use [123,189]. The mediation of
low-risk perception reflects trust in the service provider’s ability to
prevent potential financial loss and data leakage, making the benefit of
using the service outweigh the risk. Low-risk perception stimulates
intention to use [123-125,189]. The higher the trust, the less risky, the
easier, and the more useful the technology is, the higher the intention to
use it [123]. These present the following hypothesis:

H9. Perceived ease of use mediates the trust’s indirect effects on
intention to use.

H10. Perceived usefulness mediates the trust’s indirect effects on
intention to use.

H11. Low-risk perception mediates the trust’s indirect effects on
continuance intention to use.

2.4. The religiosity moderation factors in the TAM-trust mediation model

Previous studies on digital services of Islamic banking and finance
found the need to integrate the religiosity factor to analyze Muslim
customers’ usage behavior [49,51,57,76,109,112,166,167,178,180]. In
the context of service failures, Tsarenko & Tojib [176] found the need to
integrate customer personality characteristics of religiosity into the
model, revealing a strong and positive effect on customer emotional and
decisional forgiveness in response to service failure experience. The
study of Casidy et al. [33] indicates the effects of religion on consumer
behavior, which demonstrated the importance of religion as a strategic
variable in managing service failure. Newton et al. [114] found that
although religious symbols can soften evaluations of service failures
among customers with a religious upbringing by activating forgiveness,
this effect will reverse if the victim is seen as vulnerable and if the failure
is observed rather than from personal experience.
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Multiple studies confirm that the motivation to avoid riba has a
pivotal impact on Muslims’ decision to use Islamic banking and financial
services. Muslims with a strong understanding of riba and its prohibition
in Islam are more likely to choose Islamic banking and financial services
over conventional ones [51,77,131], as seen in religious communities
and leaders [77]. To explore whether religiosity may become a pivotal
psychological mechanism that buffers customers’ distrust of BSI Mobile
after service breakdowns following the May 2023 cyberattack, this study
incorporates the religious factor of avoiding riba into the model. As a
moderator, it may strengthen the relationship between trust and
low-risk perception, as well as the relationship between low-risk
perception and intention to use. Thus, this study develops the
following hypothesis:

H12. The religious factor moderates the trust and low-risk perception
relationship, and the impact is higher for customers with religious
concerns in avoiding riba.

H13. The religious factor moderates the low-risk perception and
intention to use relationship, and the impact is higher for customers with
religious concerns in avoiding riba.

Islamic banking offers Sharia-compliant alternatives to conventional
interest-based products, incorporating Islamic values into its offerings,
including mobile banking. All its features are structured to avoid any
form of riba, which is considered exploitative and strictly forbidden in
Islamic law. This is achieved by excluding interest-based products and
ensuring all transactions are Sharia-compliant [108]. Many Islamic
banks’ mobile banking services offer Islamic features, such as Qibla di-
rection, prayer time reminders, access to the al-Quran, d’zikir, and daily
du’a [197], to support Muslims’ spiritual routines [111,178]. Features
like zakat (almsgiving) and infaq (charitable donations) are also inte-
grated into mobile banking to promote ethical finance and social welfare
[108], alongside their financial activities [111,178], reflecting Islamic
values [108].

Although such features distinguish Islamic mobile banking from
conventional options and meet the unique needs of Muslims’ spiritual
activities as its primary target audience [111,178], none of the reviewed
studies explicitly mentions that these Islamic features impact perceived
usefulness and usage behavior. To explore whether Islamic features may
uniquely influence customers’ tolerance for BSI Mobile service failures

Islamic
features

Sustainable Futures 10 (2025) 101530

following a cyberattack, this study incorporates Islamic features (e.g.,
ZISWAF donations, prayer reminders) into the model. As a moderator, it
may strengthen the trust and perceived usefulness relationship, as well
as the perceived usefulness and intention to use relationship. Thus, this
study develops the following hypothesis:

H14. Islamic features moderate the trust and perceived usefulness
relationship, and the impact is higher for customers who often use Is-
lamic features on BSI Mobile.

H15. Islamic features moderate the perceived usefulness and intention
to use relationship, and the impact is higher for customers who often use
Islamic features on BSI Mobile.

This research proposes the TAM-trust mediation-moderation model
to investigate how ransomware cyberattacks lead to digital service
breakdowns, which may reduce Muslim customers’ trust and cause them
to abandon BSI Mobile. The model analyzes the direct and mediation
effects among variables, as well as the significant differences in specific-
group parameters that serve as moderation variables (Fig. 1).

3. Methods

The structural equation modeling - partial least squares (SEM-PLS)
analysis was used to analyze the hypotheses. It can analyze complex
models with multiple independent and dependent variables, can be used
for reflective and formative constructs, and can manage multi-
collinearity problems. The results remain robust despite the presence of
missing data, a small sample size, or an abnormal data distribution [61,
153]. This study also employed multigroup analysis (MGA) for moder-
ation tests to examine whether the predefined data groups between two
variables exhibit significant differences in group-specific parameters
[141].

The questionnaires were distributed to respondents living in Jabo-
detabek (Jakarta, Bogor, Depok, Tangerang, and Bekasi). The Jabode-
tabek region is selected as the sample set of population, since digital
banking in Indonesia has grown rapidly over the past five years, with
millions of users in major cities, primarily in Jabodetabek, demon-
strating a 158 % increase in digital transactions [28]. Jabodetabek is
also the most populous region in Indonesia, with over 30 million people
(11 % of the national population), and serves as the country’s primary

Continuance

Religious concern
to avoid riba

intention to

Fig. 1. The TAM-trust mediation-moderation model.
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hub for government, culture, education, economy, finance,
manufacturing, and commerce, with Jakarta as the core city and the
surrounding areas acting as residential and supporting zones [32,145].

Based on 2023 data from the Central Statistics Agency, there are 34
million people in Jabodetabek [27]. Using the sample size formula for a
survey with a 95 % confidence level, 5 % margin of error, and 50 %
population proportion or standard deviation, it required 385 samples
[150]. 425 questionnaires were delivered to the potential respondents.
After screening 404 collected data, 16 must be eliminated due to
incomplete data. With the convenience sampling technique, 388 sam-
ples were used to analyze the model.

A Likert scale with five categories of responses determined the de-
gree of approval or disapproval of each variable, from 1 as strongly
disagree to 5 as strongly agree [154]. This study employed two cate-
gorical or binary dummy variables, each representing a single-item
construct, to assess moderating factors. The values of 0 or 1 were
assigned to these categories [29].

Data were collected from June 15 to December 7, 2023. All partici-
pants provided informed consent before taking part in the study, and no
published data can be linked to any individuals. There was no antici-
pated psychological distress, as all questions were designed to focus on
behavioral intentions without triggering traumatic memories related to
the cyberattack. Respondents are all Muslims, have had BSI savings,
have used BSI Mobile for at least a year, experienced the BSI digital
service breakdown from May 8 to 11, 2023, and are aware of the news
about the BSI network being hit by a ransomware cyberattack. More-
over, this study must analyze the common method bias (CMB) as a single
instrument with a self-reported design.

4. Results
4.1. Comment method bias

This study used two statistical approaches to analyze the common
method bias (CMB). First, Harman’s single-factor test, which required
the variance extracted to be below the threshold value of 50 % [128,
181]. Second, the highest full collinearity variance inflation factor
(FCVIF) test in SEM-PLS, which is required to be below the threshold
value of 3.3 [90]. Table 1 shows that, based on Harman’s single-factor
test, the variance extracted was 38.49 %, which is less than the

Table 1
Total variance explained.
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threshold of 50 %, indicating that the data were free from common
method bias problems. Table 2 shows that, based on the highest FCVIF
test in SEM-PLS, the highest value is 2.206, which is less than the
threshold of 3.3, indicating that common method bias is not present in
the data.

4.2. Respondent descriptions

Table 3 shows that most respondents have used BSI Mobile for over 2
years (59.6 %). 76.8 % are Millennials (age 27 to 42 years old). Most
users of BSI Mobile check their balance twice to five times a month
(72 %), with a notable preference for checking their balance (69 %).
95 % of them have conventional bank savings. 42 % have other Islamic
savings and mobile banking. 83 % of them prefer to use an e-wallet
mainly because of its integration with other services (60 %), especially
online transportation (59 %) and online shopping (31 %). 92 % of re-
spondents have e-wallets on their smartphones (36 % use Gopay, 25 %
use ShopeePay, and 23 % use OVO). 2 % of respondents stopped using
BSI Mobile after service breakdowns following the cyberattack, whereas
1.3 % have switched to BCA Syariah and Bank Muamalat.

4.3. Outer model

Several steps must be taken to test the model. The first step is to
estimate the outer model using convergent validity tests, which require a
loading factor and composite reliability of greater than 0.7, an average
variance extracted (AVE) of greater than 0.5, and a Cronbach’s alpha of
greater than 0.7. The next step is the discriminant validity tests. Whether
the construct has an adequate discriminant can be determined by
comparing the cross-loading factor of the intended construct, which has
to be greater than that of other constructs [2,37,153]. Table 4 shows that
the convergent validity tests of loading factors, Cronbach’s alpha, and
composite reliability are valid (>0.7). All AVEs are valid (>0.5). The
discriminant validity test result of cross-loadings in Table 5 shows that
each construct is valid (greater than the other constructs). Table 6 shows
that the square root AVE is greater than the latent variable correlation of
one construct to other constructs.

Table 7 shows that the Fornell-Larker Criterion is greater between
constructs [1,54]. Table 8 shows that the Heterotrait-Monotrait Ration
(HTMT) between constructs is <0.9. Thus, all have good convergent

Factor Initial Eigenvalues Extraction Sums of Squared Loadings
Total % of Variance Cumulative % Total % of Variance Cumulative %

1 9.428 40.992 40.992 8.854 38.494 38.494

2 1.744 7.582 48.574

3 1.468 6.381 54.955

4 1.265 5.502 60.456

5 1.038 4.511 64.967

6 .993 4.316 69.284

7 .956 4.155 73.438

8 .701 3.046 76.484

9 641 2.787 79.272

10 .553 2.402 81.674

11 .525 2.281 83.956

12 461 2.004 85.960

13 426 1.850 87.810

14 414 1.800 89.611

15 .349 1.516 91.126

16 .339 1.474 92.601

17 311 1.351 93.952

18 .283 1.229 95.181

19 .249 1.083 96.264

20 .248 1.077 97.341

21 221 .961 98.302

22 215 .936 99.237

23 175 .763 100.000
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Table 2
FCVIF values.
Ease Features Intent Mod_ftr T*U Mod_ftr U*I Mod_rlg R*I Mod_rlg T*R Religios Risk Trust Useful
Ease 2.206 1.651
Features 1.227 1.006
Intent
Mod_ftr T*U 1.005
Mod_ftr U*I 1.227
Mod_rlg R*I 1088
Mod_rlg T*R 1.049
Religiosity 1.087 1.051
Risk 1.534
Trust 1.000 1.955 1.014 1.650
Useful 2.184
Table 3 Table 4
Respondent characteristics. Convergent validity.
Characteristics Freq. % Characteristics Freq. % Indicators Factor Cronbach’s Composite AVE
Use BSI Mobile for: Gender: loadings alpha reliability
1 - 2 years 157 40.4  Male 196 50.5 Perceived ease of use 0.830 0.880 0.596
>2 years 231 59.6  Female 192 49.5 E1. BSI Mobile is easy to 0.826
Age: Frequency of using BSI learn.
Mobile a month: E2. BSI Mobile is 0.830
<18 3 0.8 < 1 time 12 3 controllable.
>18-27 25 1 time 81 21 E3. BSI Mobile is clear or 0.752
>27-42 298 6.4 2-5 times 279 72 understandable.
>42-56 51 76.8  6-10 times 12 3 E4. BSI Mobile is flexible 0.743
>56 11 13 >10 times 4 1 or easy to set up.
Reasons for using The most used BSI Mobile ES5. BSI Mobile is easy to 0.704
Islamic banks: feature: use.
Avoid riba 341 88 Balance check 268 69 Perceived usefulness 0.855 0.902 0.697
Payroll 27 7 Transfer 56 14.4 U1. BSI Mobile can help 0.931
Profitable 12 3 Payment 26 6.7 me be more productive
Other 8 2 Purchase 19 5.1 with my time.
E-commerce 2 0.5 U2. BSI Mobile is effective. ~ 0.908
Ziswaf (donation) 4 1 U3. BSI Mobile is fast to 0.913
Prayer time 13 3.3 transact.
Have a conventional The most used financial U4. BSI Mobile is useful. 0.931
bank savings app: Trust 0.896 0.920 0.658
account: T1. BSI is reliable. 0.795
Yes 367 95 Islamic bank mobileapp 19 T2. BSI is trustworthy. 0.811
No 21 5 Conventional bank 47 12 T3. BSI can fulfill its 0.838
mobile app obligation.
E-wallet 322 83 T4. BSI is responsible. 0.824
Prefer to use the most Use the most used app T5. BSI is benevolence. 0.797
used app because: primarily for: T6. BSI would never take 0.802
Integrates with other 233 60 Online transportation 229 59 advantage of its
apps/ services customers.
Sales promotion 71 18 Online shopping 120 31 Low-risk perception 0.837 0.902 0.755
Lower fees 66 17 Monthly payments 23 6 R1. BSI Mobile has a low 0.900
Other 18 5 Donations 2 0.5 risk of financial loss.
Other 14 3.5 R2. BSI Mobile has a low 0.872
Have e-wallets on The most used e-wallet: risk of data leakage.
phone: R3. BSI Mobile’s risks are 0.835
Yes 358 92 Gopay 140 36 lower than its potential
No 30 8 Shopeepay 97 25 benefits.
ovo 99 23 Continuance intention to 0.906 0.941 0.841
Other 22 3 use
Not use e-wallet 30 8 11. I intend to keep using 0.931
Have another Islamic Use another Islamic m- BSI Mobile.
bank savings before banking before the 12. I have no intention to 0.908
breakdown: stop using BSI Mobile.
the breakdown: Muamalat DIN 104 27 13. I intend to use BSI 0.913
Yes 163 42 BCA Syariah mobile 32 8 Mobile regularly.
No 225 58 BTNS mobile 18 4.6 Rlg. I use BSI Mobile for 1.000 1.000 1.000 1.000
Maslahah mobile (BJB 6 1.6 religious concerns to
Syariah) avoid riba.
Other Islamic bank 3 0.8 Ftr. I primarily use BSI 1.000 1.000 1.000 1.000
No 225 58 Mobile’s Islamic
Stop using BSI Mobile Switch to another Islamic features.
after the breakdown: bank after the
breakdown:
Yes 7 2 BCA Syariah 3 0.8
No 381 98 Muamalat 2 0.5
No 383 98.7
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Table 5
Cross loading.
Ease Intent Risk Trust Useful Mod_rlg R*I Mod_ftr T*U Mod_rlg T*R Mod_ftr U*I Ftr Rlg
El 0,826 0,447 0,437 0,541 0,544 0,121 0,016 0,087 —0,059 —0,002 —0,049
E2 0,830 0,424 0,361 0,468 0,574 -0,010 —0,020 0,042 -0,073 —0,008 -0,118
E3 0,752 0,386 0,321 0,373 0,415 —0,047 —0,005 0,013 —0,015 0,019 —0,083
E4 0,743 0,454 0,331 0,485 0,466 0,049 0,005 0,080 —0,001 0,019 —0,075
E5 0,704 0,406 0,424 0,525 0,599 0,029 0,002 0,028 0,018 0,096 -0,148
1 0,507 0,931 0,345 0,530 0,387 0,052 —0,065 —0,012 —0,060 0,047 —0,083
12 0,504 0,908 0,324 0,480 0,404 0,055 -0,115 —0,013 —0,057 0,031 —0,049
13 0,504 0,913 0,325 0,569 0,390 0,053 —0,012 —0,011 0,043 0,042 —0,076
R1 0,414 0,329 0,900 0,416 0,420 0,018 0,004 0,121 —0,092 —0,028 —0,096
R2 0,411 0,288 0,872 0,459 0,444 0,073 —0,017 0,079 —0,017 0,029 —0,099
R3 0,452 0,324 0,835 0,444 0,507 —0,054 0,041 0,165 —0,079 0,046 —0,064
T1 0,536 0,477 0,411 0,795 0,478 0,036 —0,007 0,036 —0,041 0,040 —0,056
T2 0,548 0,401 0,396 0,811 0,497 0,150 0,045 0,009 —0,060 —0,042 —0,021
T3 0,561 0,488 0,434 0,838 0,504 0,141 —0,022 0,077 —0,040 0,031 —0,091
T4 0,463 0,498 0,382 0,824 0,423 0,098 0,025 0,059 0,005 0,001 -0,116
T5 0,443 0,441 0,431 0,797 0,529 0,122 0,035 0,107 0,001 —0,020 —-0,059
T6 0,496 0,494 0,407 0,802 0,485 0,096 0,027 0,040 0,030 0,035 —0,043
Ul 0,567 0,354 0,440 0,488 0,815 —0,001 —0,037 0,065 —0,029 0,053 -0,119
U2 0,565 0,340 0,426 0,488 0,851 0,038 0,010 0,009 —0,049 0,071 —-0,134
(0K 0,615 0,352 0,449 0,506 0,867 0,010 0,051 0,045 0,015 0,039 —0,094
U4 0,525 0,386 0,443 0,520 0,805 0,053 —0,086 0,065 —0,066 0,006 —0,061
Risk*Religious 0,042 0,058 0,014 0,132 0,030 1,000 0,013 0,219 0,005 0,021 0,235
Trust*Features 0,000 —0,068 0,011 0,020 —0,018 0,013 1,000 0,051 0,490 0,067 0,013
Trust*Religious 0,067 —0,013 0,141 0,068 0,055 0,219 0,051 1,000 0,025 0,016 0,199
Useful*Features —0,035 —0,025 -0,072 —0,022 —0,038 0,005 0,490 0,025 1,000 0,421 0,041
ftr 0,033 0,044 0,018 0,010 0,051 0,021 0,067 0,016 0,421 1,000 0,050
rlg -0,124 -0,076 —0,099 —0,079 —0,122 0,235 0,013 0,199 0,041 0,050 1,000
Table 6
Latent variable correlation.
\/AVE Ease Ftr Intent Mod_ftr T*U Mod._ftr U*I Mod_rlg R*I Mod_rlg T*R Rlg Risk Trust Useful
Ease 0,772 1,000 0,033 0,550 0,000 —0,035 0,042 0,067 —0,124 0,490 0,627 0,681
Features 1,000 0,033 1,000 0,044 0,067 0,421 0,021 0,016 0,050 0,018 0,010 0,051
Intent 0,917 0,550 0,044 1,000 —0,068 —0,025 0,058 —0,013 —0,076 0,361 0,575 0,429
Mod_ftr T*U 1,000 0,000 0,067 —0,068 1,000 0,490 0,013 0,051 0,013 0,011 0,020 -0,018
Mod_ftr U*I 1,000 —0,035 0,421 —0,025 0,490 1,000 0,005 0,025 0,041 —0,072 —0,022 —0,038
Mod_rlg R*1 1,000 0,042 0,021 0,058 0,013 0,005 1,000 0,219 0,235 0,014 0,132 0,030
Mod_rlg T*R 1,000 0,067 0,016 —-0,013 0,051 0,025 0,219 1,000 0,199 0,141 0,068 0,055
Religious 1,000 —0,124 0,050 —0,076 0,013 0,041 0,235 0,199 1,000 —0,099 —0,079 —0,122
Risk 0,869 0,490 0,018 0,361 0,011 —0,072 0.014 0,141 —0,099 1,000 0,506 0,527
Trust 0,811 0,627 0,010 0,575 0,020 —-0,022 0,132 0,068 —-0,079 0,506 1,000 0,600
Useful 0,835 0,681 0,051 0,429 —0,018 —0,038 0,030 0,055 —-0,122 0,527 0,600 1,000
Table 7
Fornell-larcker criterion.
Ease Ftr Intent Mod._ftr T*U Mod_ftr U*I Mod_rlg R*I Mod_rlg T*R Rlg Risk Trust Useful
Ease 0,772
Features 0,033 1,000
Intent 0,550 0,044 0,917
Mod._ftr T*U 0,000 0,067 —0,068 1,000
Mod._ftr U*I —0,035 0,421 —0,025 0,490 1,000
Mod_rlg R*1 0,042 0,021 0,058 0,013 0,005 1,000
Mod_rlg T*R 0,067 0,016 —0,013 0,051 0,025 0,219 1,000
Religious -0,124 0,050 —0,076 0,013 0,041 0,235 0,199 1,000
Risk 0,490 0,018 0,361 0,011 —0,072 0,014 0,141 —0,099 0,869
Trust 0,627 0,010 0,575 0,020 —0,022 0,132 0,068 —0,079 0,506 0,811
Useful 0,681 0,051 0,429 —0,018 —0,038 0,030 0,055 —0,122 0,527 0,600 0,835

consistency and can be distinguished from other constructs [132].
4.4. Inner model

Table 9 shows that the R12 of perceived ease of use is 39.2 %, which
is explained by trust. The R22 of low-risk perception is 26.9 %, also
explained by trust. The R3? of perceived usefulness is 51 %, which is
explained by trust and perceived ease of use. The R42 of intention is
38 %, explained by trust, low-risk perception, perceived ease of use, and

perceived usefulness, while other variables outside the model are
explained at 59.9 %. The Q2 predictive relevance (Q2 =1- [(l-R12) a-
R2%) (1-R3?) (1-R4%)] = 1 — [(0.8463) (0.9276) (0.9974) (0.8556)] = 1
— 0.699 = 0.33 (greater than zero), which indicates that the exogenous
variables are suitable as predictors of endogenous variables.

The goodness of fit is 0887 (Gof = \/rnean AVE x mean R®> =
1/0.8679 x 0.9067 = 1/0.7869 = 0.887), suggesting a large fit (>0.36)
[187]. Table 10 shows a greater estimated value of SRMR, p-ULS, p-G,
and NFI compared to the saturated value, indicating acceptable fit to the
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Table 8
Heterotrait-monotrait ration.
Ease Ftr Intent Mod._ftr T*U Mod._ftr U*I Mod_rlg R*I Mod_rlg T*R Rlg Risk Trust Useful
Ease
Features 0,041
Intent 0,633 0,046
Mod_ftr T*U 0,014 0,067 0,073
Mod._ftr U*I 0,048 0,421 0,061 0,490
Mod_rlg R*I 0,073 0,021 0,061 0,013 0,005
Mod_rlg T*R 0,071 0,016 0,014 0,051 0,025 0,219
Religious 0,135 0,050 0,079 0,013 0,041 0,235 0,199
Risk 0,582 0,043 0,415 0,026 0,079 0,061 0,153 0,109
Trust 0,718 0,037 0,637 0,035 0,038 0,140 0,071 0,084 0,583
Useful 0,799 0,055 0,488 0,060 0,052 0,033 0,060 0,132 0,622 0,685
Table 9 Table 12
R-square. Mediation effects.
R Square Adjusted R? (1-R?) Mediation Original Sample Standard T P
P.Ease of use (R1) 0.392 0.1537 0.8463 Sample Mean Deviation Statistics Values
P. Risk (R2) 0.269 0.0724 0.9276 HO. Trust -> 0,200 0,193 0,050 3,964 0,000*
P. Usefulness (R3) 0.510 0.0026 0.9974 Ease ->
Intention (R4) 0.380 0.1444 0.8556 Intent
H10. Trust -> —0,010 —0,011 0,021 0,477 0,634
Useful ->
Intent
Table 10 H11. Trust -> 0,013 0,016 0,035 0,378 0,706
Model fit. Risk ->
Saturated Model Estimated Model Intent
SRMR 0.055 0.070
d_ULS 0.827 1.365
dG 0.364 0.388 Table 13
NFI 0.840 0.834 Moderation effects.
Moderation Original Sample Standard T P
. . . . . Sample Mean Deviation Statistics Values
data. The standardized root mean residual (SRMR) is 0.07, indicating a P
good fit (0 > SRMR < 1). The normed fit index (NFI) is 0.834, indicating H12 Modrlg 0135 0,132 0,058 2,337 0,020"
a marginal fit (0 > NFI < 1) [43]. Trust > Risk
X O, H13. Mod_rlg —0,004 0,000 0,057 0,067 0,947
This research used a significance level of p-values < 0.05. Table 11 Risk -> Intent
shows that all direct effects are significant, except for perceived use- H14. Mod._ftr —0,024 —0,088 0,779 0,031 0,975
fulness and low-risk perception toward intention to use, which supports Trust ->
H1, H2, H5, H6, H7, and H8, and rejects H3 and H4. Table 12 shows that Useful
. . .. H15. Mod_ftr —0,025 —0,009 0,171 0,146 0,884
only perceived ease of use mediates the indirect effect of trust on Useful ->
intention to use. Table 13 shows that only religious concern to avoid riba Intent
moderates the relationship between trust and low-risk perception.
Table 14 shows that, based on multigroup analysis (MGA), the
moderation effect is only present in the relationship between trust and Table 14

low-risk perception. The impact is higher for customers with religious
concerns to avoid riba than for the non-religious concern group,

Table 11
Direct effects.
Direct Original Sample Standard T P
Sample Mean Deviation Statistics Values
HI1. Ease -> 0,501 0,502 0,058 8,650 0,000*
Useful
H2. Ease -> 0,319 0,310 0,074 4,313 0,000*
Intent
H3. Useful —-0,035 —0,039 0,071 0,498 0,619
-> Intent
H4. Risk -> 0,027 0,032 0,072 0,378 0,705
Intent
H5. Trust-> 0,382 0,385 0,067 5,681 0,000*
Intent
H6. Trust-> 0,627 0,620 0,044 14,393 0,000*
Ease
H7. Trust -> 0,286 0,279 0,102 2,803 0,005*
Useful
H8.Trust-> 0,491 0,491 0,043 11,492 0,000

Risk

MGA-Religious concern to avoid riba.

P-value new (Religious vs Non-religious)

Ease -> Intent 0,889
Ease -> Useful 0,195
Risk -> Intent 0,585
Trust -> Ease 0,199
Trust -> Intent 0,681
Trust -> Risk 0,049*
Trust -> Useful 0,278
Useful -> Intent 0,800

supporting H12 and rejecting H13. Fig. 2 shows that the first line is at 1-
standard deviation below the mean with less religious concern, the
second line is at the mean, and the third line is at 1-standard deviation
above the mean with more religious concern. Thus, religious concern to
avoid riba positively moderates the relationship between trust and low-
risk perception. Table 15 shows that Islamic features did not moderate
any relationships, rejecting H14 and H15.
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Fig. 2. Moderation effect of religious concern to avoid riba on the trust and low-risk perception relationship.

Table 15
MGA-Islamic features.

P-value new (Features vs Non-Features)

Ease -> Intent 0,248
Ease -> Useful 0,069
Risk -> Intent 0,801
Trust -> Ease 0,063
Trust -> Intent 0,708
Trust -> Risk 0,459
Trust -> Useful 0,098
Useful -> Intent 0,267

5. Discussions

The first objective of this study is to analyze the integration of TAM
with trust and to examine trust’s effect on other factors. Limited studies
suggest that trust serves as an independent variable influencing
perceived ease of use, usefulness, and risk. Most studies indicate that
trust operates in a reverse manner or functions as an intervening vari-
able [5,7,26,34,55,65,103,107,174], while some studies propose that
trust acts as a moderating variable [30,86,100,155], or as an indepen-
dent variable alongside perceived ease of use [93,174,192], perceived
usefulness [124,192], or perceived risk [62,93], directly or indirectly
influencing usage intention or adoption.

This study reveals that trust has a positive effect on all factors
examined. Trust positively affects perceived ease of use, which reflects
customers’ perception of the technology’s user-friendliness [123]. This
user-friendliness is characterized by the technology’s ability to be uti-
lized anytime and anywhere with minimal effort [82]. When trust is
high, customers tend to see the technology as easy to use. Conversely,
low levels of trust reduce the perceived ease of use [123]. Studies on
how trust influences perceived ease of use suggest that users who trust a
technology are more likely to perceive it as a simpler experience. As
using it demands minimal mental effort, trust alleviates potential con-
flicts or anxiety, thereby enhancing users’ perceived ease of use [20,123,
127,149,156,179]. When customers have trust in BSI, they feel more at
ease and confident when using BSI Mobile, which simplifies their
experience. This study suggests that trust in BSI mitigates customers’
anxiety, improving their perception of BSI Mobile as a user-friendly
application, even in the aftermath of service failures following a
cyberattack. This trust enables them to concentrate on their tasks more
effortlessly, thereby improving the perceived ease of use.

Trust positively affects perceived usefulness, which reflects cus-
tomers’ confidence in the service provider’s ability to fulfill its promises.
When customers trust a service provider, they perceive its offerings as

10

rewarding, efficient, and productive. A high level of trust enhances the
perception of technology as useful, whereas low trust undermines this
perception [123,189]. Studies on how trust influences perceived use-
fulness indicate that when customers trust a service provider, they are
more likely to consider its services to be beneficial [20,72,93,123,127,
149,156,174,179,189]. This study suggests that trust in BSI can posi-
tively impact customers’ perceptions of BSI Mobile as a valuable
application. Despite the service failures following the cyberattack, this
trust fosters confidence that BSI can assist them in achieving their goals.
Consequently, customers trust that BSI Mobile is capable of delivering
reliable service, thereby increasing its perceived usefulness.

This study found that trust has a positive effect on low-risk percep-
tion. Customer trust reflects their belief that the potential risk for
monetary loss or data leakages is relatively low. As a result, they
consider the benefits of using the service as greater than the risks [123].
Studies on how trust influences perceived risk suggested that trust plays
a significant role in shaping perceived risk. High levels of trust tend to
mitigate perceived risk, while low levels of trust can elevate it [100,123,
125,156,163,189]. Trust helps to alleviate perceived risk or lower
awareness of it, enabling customers to navigate anxiety and uncertainty
along with their potential consequences more effectively [65]. This
study suggests that trust in BSI acts as a mitigating factor, reducing
customers’ perceived risk, even in the aftermath of service failures
following a cyberattack. When customers trust BSI, they are less likely to
worry about potential adverse outcomes from using BSI Mobile, such as
financial losses or data leaks. Trust reflects customers’ belief in BSI's
commitment to protect their interests and overcome misleading infor-
mation, which in turn fosters a perception of low risk.

Multiple studies confirmed that trust influences customers’ intention
to use a technology [35,55,65,120,123,125,149,161,163,174,192]. In
digital media platforms (OTT), trust is also a predictor of continuance
intention to use [35]. Customers’ intention to adopt mobile payment
apps is substantially supported by initial trust [34]. Trust reflects cus-
tomers’ belief in the value of a product or service based on their
cognitive knowledge and experience [7]. This study suggests that trust
in BSI has a positive impact on customers’ intention to continue using
BSI Mobile, reflecting their confidence that BSI will fulfill its obligations.
Customers feel assured that BSI will not take advantage of their vul-
nerabilities, which enhances their willingness to continue using BSI
Mobile despite service failures following a cyberattack.

Previous studies consistently indicate that cyberattacks and service
failures erode user trust across digital platforms, including banking,
government, and cloud services. As trust diminishes, users develop
negative perceptions related to ease of use and usefulness, leading to
heightened caution concerning system reliability and data security [16,
58,63,81,92,95]. When users become aware of security breaches, their
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trust in the platform’s ability to protect their information decreases,
leading to a perception that the service is less user-friendly and less
beneficial [16,63,95,101].

Cyberattacks and service failures heighten perceived risks, causing
users to question the safety and reliability of digital services. This
amplified how perceived risk negatively affects trust and attitude to-
wards using the service [16,63,78,92,140]. Previous studies have pri-
marily shown that cyberattacks and service failures tend to lower users’
perceived ease of use and usefulness, increase perceived risk, and foster
low trust, ultimately leading in a significant decline in users’ intention to
use the service [16,58,63,78,92]. This study confirmed that trust has a
positive effect on all examined factors, implying that customers main-
tain a strong level of trust in BSI and its mobile banking services. This
fosters their perception of BSI Mobile as a user-friendly, useful, and
low-risk application, thereby encouraging continued use despite service
failures following the cyberattack. These findings are against the exist-
ing literature on digital trust and technology adoption in the context of
cyberattacks and failures in digital services.

The second objective of this study is to analyze what factors influence
customers’ continued intention to use BSI Mobile. Previous studies have
indicated a consistent pattern in cases of cyberattacks and service fail-
ures, revealing that decreased trust and increased perceived risk, both
directly and indirectly, reduce users’ intention to continue using digital
services [16,26,62,78,92,140]. Additionally, a decrease in perceived
ease of use and usefulness associated with cyberattacks and service
failures ultimately leads to a decrease in users’ willingness to continue
using these services [16,63].

Unlike previous studies on cyberattacks and service failures, which
typically found that a decrease in perceived usefulness led to a decrease
in intention to use, this study revealed different findings: perceived
usefulness did not affect customers’ intention to continue using BSI
Mobile after experiencing service failures following a cyberattack. Some
studies with similar findings indicate that perceived usefulness does not
affect users’ intention to use digital banks, as it is overshadowed by
other factors such as attitude and convenience [59], or users’ intention
to use social networking services, as it is overshadowed by perceived
enjoyment [79]. Thus, when perceived usefulness (t-statistic: 0.498,
p-value: 0.619) does not affect intention to continue using BSI Mobile
after experiencing service failures following cyberattacks, it may be
overshadowed by trust (t-statistic: 5.681, p-value: 0.000) and perceived
ease of use (t-statistic: 4.313, p-value: 0.000).

Based on respondent characteristics (Table 3), although they use BSI
Mobile for some purposes like balance checking (69 %) and transfers
(16 %), mostly twice to five times a month, BSI Mobile may not be their
first choice. 95 % of them retain conventional bank accounts, and 92 %
of them have e-wallets. The e-wallet is the most widely used application
(83 %) due to its lower fees (17 %), sales promotions (18 %), and in-
tegrations with other services (60 %), such as online transportation
(59 %) and online shopping (31 %). Most of them use Gopay (36 %),
Shopeepay (25 %), and OVO (23 %). According to the 2023 e-wallet
industry outlook by InsightAsia, e-wallets are the preferred payment
method among digital communities, surpassing cash and bank transfers.
Gopay has become the most widely used e-wallet over the past five
years, with 58 % of users continuing to use it faithfully. After the merger
of Gojek and Tokopedia (known as GOTO), as the biggest online trans-
portation service and e-marketplace, Gopay will continue to lead the
market [39]. Thus, customers may feel that BSI Mobile is less useful than
e-wallets (83 %) or conventional bank apps (12 %).

Moreover, unlike previous studies on cyberattacks and service fail-
ures, which typically found that an increase in perceived risk leads to a
decrease in intention to use, this study revealed different findings:
perceived risk did not affect customers’ intention to continue using BSI
Mobile after experiencing service failures following a cyberattack. A
previous study with similar findings to this study [185] suggests that the
insignificant effect of perceived risk on intention to use may stem from
users not fully engaging with cognitive processes that involve conscious
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thought, gathering information, or assessing potential risks, particularly
among those who are accustomed to using the service and have made it a
habitual practice. Moreover, when customers face a lack of alternatives
or perceive a service as necessary, they may prioritize convenience over
risk concerns in their decision-making. Like during the COVID-19
pandemic, where customers continued to use restaurant and food de-
livery services despite heightened risk perceptions, driven by necessity
and limited options [50,70]. Thus, this study confirmed that after
experiencing service failures following cyberattacks, customers may
disregard risk factors due to their habitual usage (72 % use BSI Mobile
2-5 times a month) or due to perceived necessity (88 % chose BSI for
religious reasons to avoid riba).

This study also presents contradictory findings regarding trust and
perceived ease of use in the context of cyberattacks and service failures,
which typically indicate that a decrease in trust and perceived ease of
use leads to a decrease in intention to use. This study revealed that both
factors have a positive influence on customers’ intention to continue
using BSI Mobile. Trust in BSI helped customers feel less overwhelmed
and reduce concerns about security risk, which encouraged them to
continue using BSI Mobile. Limited studies in this context indicate that
users are still intent to continue using digital services, which are posi-
tively influenced by trust [26,71,102,115], or perceived ease of use [16,
105,160]. Customers’ perceived ease of use enhances BSI Mobile’s ca-
pacity to provide straightforward services, encouraging customers to
continue using it. Thus, trust and perceived ease of use alleviate cus-
tomers’ concerns about service failures following a cyberattack,
instilling a sense of security and comfort in customers as they continue to
use BSI Mobile.

The third objective is to analyze the role of mediators. This study
suggests that only perceived ease of use serves as a mediator in the in-
direct relationship between trust and intention to use, while perceived
usefulness and low-risk perception do not play a mediating role.
Perceived ease of use serves as a mediator, acting as a conduit that
transmits the indirect effects of trust to the intention to use. Limited
studies demonstrated that trust is mediated by perceived ease of use,
such as a study by Li et al. [96] where perceived ease of use mediates
trust, which indirectly elevates patients’ intentions to use video tele-
medicine follow-up services, or Al-powered service robots at hospitals
[98]. In limited cases, perceived ease of use also mediates trust, which
indirectly elevates customers’ acceptance of robot service as the key
drivers of customers’ intention to revisit a restaurant [156], or shoppers’
intention to continue using online shopping [103]. Thus, despite service
failures following a cyberattack, a higher level of customers’ trust in BSI
can overshadow all technical problems, making it seem effortlessly
accessible, which in turn promotes customers’ intention to continue
using BSI Mobile. This finding highlights the importance of BSI’s ability
to provide rapid recovery, preventing prolonged service failures or
cyberattacks that could compromise customer trust and impact BSI's
digital services.

The fourth objective is to analyze the role of moderators within the
proposed model. Limited studies examined how religiosity as a moder-
ator may mitigate the perceived risk’s negative effect on trust [171], or
mitigate perceived risk’s negative effect on satisfaction [138], or how
religiosity as a moderator may strengthen perceived value effects on
trust [4,5], or the satisfaction effect on trust [4]. Most studies examined
how trust as a moderator may mitigate perceived risk’s negative effect
on behavioral intention [86], or how perceived risk as a moderator may
weaken trust’s effect on decision-making [62]. Instead of examining the
religiosity moderating role on the relationship between perceived risk
and trust [171], this study takes a different approach by examining the
relationship between trust and low-risk perception, as well as the rela-
tionship between low-risk perception and the intention to use. Then, it
investigates how religiosity, as a moderator, may either strengthen or
weaken these relationships, and whether the impact is higher for the
group of customers with religious concerns in avoiding riba.

To analyze the role of religiosity as a moderator, the MGA revealed
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that customers’ religious concern to avoid riba positively moderates the
relationship between trust and low-risk perception, and the impact is
higher for customers with religious concerns to avoid riba than for those
without such concerns. This finding suggests that the motivation to
avoid riba strengthens the relationship between trust and a perception of
low risk. However, for the relationship between low-risk perception and
intention to use, motivation to avoid riba does not serve as a moderating
role, indicating it failed to strengthen that relationship. As a faith-based
commitment, the motivation to avoid riba partially influences cus-
tomers’ continued usage behavior following service breakdowns due to
cyberattacks, particularly through its moderating role in the relationship
between trust and low-risk perception.

The absence of a religious moderation effect related to low-risk
perception and intention to use is consistent with other findings,
which indicate that low-risk perception has no direct effect on intention
to use and no mediating effect on the relationship between trust and
intention to use. Yadav & Shanmugam [190] confirmed that perceived
risk was not a significant predictor of intention to use digital lending
among mobile banking users, especially when other factors, such as
perceived ease of use, perceived usefulness, and perceived security, were
included in the model and overshadowed the perceived risk effect.
Moreover, Wang et al. [185] found that the relationship between
perceived risk and drivers’ intention to use fully automated driving
(FAD) in China was not significant because respondents’ risk concerns
might not align with available cognitive processes, resulting in a missed
link between perceived risk and behavioral intention. Cognitive pro-
cesses involve conscious thought, gathering information, and assessing
probabilities to understand the risk. Users already accustomed to using
an application may not be as concerned about the risk. In this case, the
behavior becomes habitual, and intention to use is not influenced by
perceived risk.

The findings in this study indicate that the absence of direct and
indirect effects of low-risk perception is overshadowed by trust. Cus-
tomers with higher trust in BSI and accustomed to using BSI Mobile are
no longer concerned about the risks, even after cyberattack-induced
service breakdowns. In contrast, given that 83 % of respondents prefer
to use e-wallets over other apps and 95 % of them retain conventional
bank accounts, this implies that customers’ preference for e-wallets and
their retention of conventional bank accounts might override the low-
risk perception effect. Customers who prefer to use e-wallets or con-
ventional banks over Islamic banks’ apps due to factors like conve-
nience, established reputation, wider accessibility, lower perceived
costs, and sometimes a belief that the religious constraints of Islamic
banking are not strictly enforced or are negotiable, even though some
prefer Sharia-compliant alternatives for religious reasons [31]. Thus, BSI
Mobile is not the only reliable application available. Customers have
alternative options when they encounter issues with BSI Mobile. Despite
the risks of cyberattacks and prolonged service breakdowns, customers’
trust in BSI remains high.

In line with the perception of low risk, users’ perception of security is
crucial when performing any digital transaction, which is measured by
the extent to which they feel secure doing so. Kaur et al. [84] found that
perceived security did not affect the intention to use central bank digital
currency (CBDC) among households in India. The link between
perceived security and intention is established if mediated only by
perceived trust. Singu & Chakraborty [161] found that perceived secu-
rity did not significantly impact intention to use mobile payment ser-
vices (MPS) via mobile banking in India. Security against any perceived
risks did not lead to user adoption of MPS. As MPS is dependent on
wireless networks, which involve greater uncertainty and risk, providers
must develop trust-building mechanisms [161]. Security should be an
immediate cause of concern when carrying out digital transactions [84,
161]. Providers should be cautious when designing encrypted services
that are equipped with multiple layers of security checks, along with
simultaneous and adequate fraud detection measures to mitigate the
related privacy concerns [161]. Thus, although low-risk perception has
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no impact on BSI Mobile’s continued usage after cyberattacks and ser-
vice breakdowns, improving trust is of utmost importance as its usage
involves uncertainty and risks.

To analyze the role of Islamic mobile banking features as a moder-
ator, the MGA revealed that the Islamic features in BSI Mobile did not
moderate the relationship between trust and perceived usefulness or
between perceived usefulness and intention to use. The Islamic features
failed to elevate BSI Mobile’s utilities after experiencing service break-
downs following a cyberattack. This is consistent with other findings
where perceived usefulness did not directly affect intention to use, nor
did the mediation effect for the trust and intention to use relationship.
These findings are in line with previous studies, whereas perceived
usefulness did not influence customers’ interest in using online shopping
[134], Bank DKI Jakarta’s mobile app [192], e-learning among students
[47], a Sharia-based e-wallet [9], or an online cash waqf crowdfunding
[88].

When comparing user experience, perceived usefulness, or prefer-
ences of Islamic apps with Islamic mobile banking, such as BSI Mobile,
Islamic apps like Muslim Pro might be favored over BSI Mobile due to
their more specialized and comprehensive Islamic features for Muslim
religious routines. A study by Shameera et al. [158] indicated that
perceived usefulness and ease of use are key factors driving the adoption
of the Muslim Pro app among Muslim youth. Muslim Pro is widely
recognized for its focus on meeting the needs of Islamic worship,
including accurate prayer times, Qibla direction, and additional religious
content. Users perceive it as useful for supporting daily religious prac-
tices and improving adherence to Islamic principles.

Although BSI Mobile is quite popular among Sharia-compliant
banking apps, it is not primarily designed for religious functions. User
satisfaction with BSI Mobile is more closely linked to product quality,
ease of use, and banking features rather than religious utility. Com-
plaints often center on login and registration processes, and while the
app is popular, its primary appeal is for financial transactions, not
worship support [75,143]. Thus, the absence of the Islamic features
moderating effect related to the relationship between trust and
perceived usefulness, as well as the relationship between perceived
usefulness and intention to use, suggests that after service breakdowns
following cyberattacks, Islamic features may not effectively distinguish
Islamic mobile banking from conventional ones. Those who are involved
in spiritual routines may prefer to use other Islamic apps, such as Muslim
Pro, rather than BSI Mobile.

6. Theoretical contribution

This study makes several theoretical contributions to the existing
literature. First, as a real event in the digital transformation of Islamic
banking in Indonesia, it adds to the Islamic banking literature by
examining Muslim customers’ adoption of Islamic mobile banking,
employing the Technology Acceptance Model (TAM) as its theoretical
basis, focusing on the key constructs of perceived ease of use and
perceived usefulness. Second, this study contributes to the existing TAM
literature by integrating trust as an independent variable and low-risk
perception as a mediator. Most existing studies view trust as either a
mediator or a moderator of the relationship between variables. In this
trust, it positively mediates or strengthens the relationships between
perceived ease of use and intention to use, as well as between perceived
usefulness and intention to use. It also negatively mediates, or lessens,
the relationship between perceived risk and intention to use. In response
to the cyberattacks targeting BSI, Indonesia’s largest Islamic bank, this
study adopts a different approach. In the proposed model, low-risk
perception, perceived ease of use, and perceived usefulness serve as
mediators, positioning trust in a reverse role.

Third, this study contributes to the limited existing literature on
cyberattacks and service failures by proposing and analyzing Muslim
customers’ digital trust and their continued intention to use Islamic
banks’ digital services, with perceived ease of use, perceived usefulness,
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and low-risk perception as mediators. Most existing studies have
consistently shown a pattern: a decrease in trust following cyberattacks
and digital service failures increases perceived risk, decreases perceived
ease of use, and reduces perceived usefulness, prompting users to
abandon the service. Thus, this study contributes to the limited existing
literature by analyzing whether cyberattack-induced service break-
downs in BSI networks cause customers to distrust BSI and abandon BSI
Mobile, proposing a TAM-trust mediation model.

Fourth, this study contributes to the existing limited literature in the
context of cyberattacks and service failures in the adoption of Islamic
banks’ digital services by proposing and examining whether religiosity
as moderators may either strengthen or weaken the relationships be-
tween trust and low-risk perception, as well as the low-risk perception
and intention to use, and then investigates whether the impact is higher
for the group of customers with religious factors. Thus, this study
contributed to the limited existing literature in the context of cyber-
attacks and service failures by analysing whether customers religious
concern to avoid riba as a faith-based commitment, motivate customers
to continue using BSI Mobile despite service breakdowns post-
cyberattacks, through its moderating role on the trust and low-risk
perception relationship, as well as the low-risk perception and inten-
tion to use relationship, and then investigates whether the impact is
higher for the group of customers with religious concerns in avoiding
riba.

Fifth, this study contributes to the existing limited literature in the
context of cyberattacks and service failures in the adoption of Islamic
banks’ digital services by proposing and examining whether Islamic
features in Islamic banks’ mobile banking as a moderator may
strengthen the relationships between trust and perceived usefulness, as
well as the perceived usefulness and intention to use. Then it in-
vestigates whether the impact is higher for the group of customers who
utilize the Islamic features. The lack of TAM studies that integrate reli-
gious factors in the context of Islamic banks’ digital service failures
following cyberattacks, and propose the TAM-trust mediation-modera-
tion model, has, to the author’s knowledge, not been analyzed.

Ultimately, this study’s theoretical contribution lies in integrating
religiosity—specifically, the avoidance of riba—and Islamic mobile
banking features as moderators within the established TAM-trust
mediation model. The existing studies primarily focus on efficiency,
risk management, and stability, rather than customer behavioral re-
sponses to cyberattacks and service failures [66,122,147]. In conven-
tional banking studies, awareness of cyberattacks consistently reduces
customer trust, leading to attrition. If robust cybersecurity and trans-
parent communication are not in place, trust will erode, and switching
intention will increase [26,80]. Customers of both Islamic and conven-
tional banks prioritize trust, security, and service reliability over reli-
gious affiliation when functionality is compromised [26,142,173].

While Islamic banks may benefit from a faith-based commitment,
recent studies do not provide clear evidence that religiosity alone pro-
tects them from customer attrition following cyberattacks, which can
lead to service failures. The findings in this study highlight the moder-
ating role of religiosity by establishing that customers’ religious con-
cerns about avoiding riba serve as a faith-based commitment factor,
which uniquely strengthens the relationship between trust and low-risk
perception. The presence of religious moderation enhances the role of
trust in mitigating perceived risks following cyberattack-induced service
failures. This moderation effect likely arises from the activation of
forgiveness, which can soften evaluations of the service failure
encounter.

However, religiosity did not moderate all relationships in the model.
The Islamic mobile banking features have no moderating effect on any
relationships. It did not moderate the trust and perceived usefulness
relationship, nor the perceived usefulness and intention to use rela-
tionship. The insignificant moderating role of Islamic features in this
study suggests that these features were unable to distinguish Islamic
mobile banking services from conventional ones effectively.
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This study found that trust is a major driver of Islamic mobile
banking adoption following cyberattack-induced service failures, con-
firming that Islamic banks must develop trust-building mechanisms. The
overall findings of the study will enrich the understanding of Islamic
banks’ digital services adoption among Muslim customers and provide a
framework for researchers to use this model to validate Islamic banks’
digital services adoption, particularly their response to cyberattacks and
service failures in other Islamic banks in Indonesia or other countries.

7. Practical implications

The proposed model can help practitioners understand how trust is a
major predictor of customer continuance intention to use Islamic banks’
digital services in response to cyberattacks and service failures. Since
trust is a key factor in BSI customers’ intention to continue using BSI
Mobile despite cyberattack-induced service breakdowns, BSI must focus
on developing a stronger trust-building mechanism in its digital banking
environment by implementing specific risk management strategies.

To establish a strong foundation for trust-building mechanisms, BSI
must prioritize achieving ISO 27001 certification, which provides a
globally recognized framework for an information security management
system, enabling the systematic reduction of service failures and
fostering trust with customers and partners. ISO 27001 requires orga-
nizations to identify, assess, and treat information security risks,
ensuring that controls are in place to prevent common failures such as
unauthorized access, data breaches, and operational disruptions [40,89,
170].

BSI could also adopt the NIST Cybersecurity Framework for broader
coverage. NIST provides a flexible, risk-based cybersecurity approach
that aligns well with regulatory and industry requirements. While ISO
27001 offers a certifiable path for demonstrating compliance, NIST
provides practical guidance for ongoing risk management and incident
response. The NIST similarly provides a structured framework for
identifying, protecting, detecting, responding to, and recovering from
cyber threats, supporting transparency and continuous improvement in
security posture. Both frameworks are often mapped to one another and
can be implemented together to enhance maturity and coverage [144].

Certification signals BSI’s commitment to managing information
security risks and adhering to best practices, thereby building trust with
customers and partners by meeting regulatory requirements and global
standards. The utilization of digital services presents challenges for
banks and perceived risk for customers in adapting to innovation. Of-
fering detailed, comprehensive information, a money-back guarantee,
and reassurance services fosters a stronger trust-building mechanism
within the digital banking environment. Banks must commit consider-
able effort to designing a website interface equipped with enhanced
security features [86]. This will bolster customer confidence and
improve the usability and reliability of BSI’s digital services.

To enhance public confidence in using digital banking services, the
government and the banking industry must foster a digital business
ecosystem that integrates technological and environmental support.
Cybersecurity threats are still on the rise and are expected to continue
increasing. OJK (Indonesia’s Financial Services Authority), BI (Bank of
Indonesia), Kominfo (The Ministry of Communications and Informatics),
and BSSN (State Cyber and Code Agency) must urge the banking in-
dustry to secure its information technology systems immediately. When
breakdowns occur, BSI needs to remind the public to be aware of po-
tential fraud and cybercrime by verifying the accuracy of information
circulating. If the BSI’s director only announced that the system would
gradually recover while the breakdowns still occurred, and much
negative information on the Internet, it became national news for days
[151], leaving customers confused, anxious, and frustrated, which ul-
timately breaks their trust. BSI must be transparent to the public and
improve its handling of complaints.

Effective complaint management hinges on providing customers
with multiple, easily accessible channels—such as social media, online



M. Aisyah et al.

forms, and direct messaging—to report issues and receive support. Fast,
prompt responses are crucial, as they significantly impact customer
loyalty and brand credibility, particularly during service failures and
cyberattacks. Social media has emerged as a vital platform for resolving
complaints rapidly, thereby reducing negative word-of-mouth and
customer retaliation when handled effectively. Automated systems,
including Al-driven complaint categorization, can further expedite
response times and ensure that complaints are directed to the right ex-
perts promptly.

Moreover, this study also indicated that, to enhance customers’
perceived usefulness and intention to continue using BSI Mobile after
service breakdowns caused by cyberattacks, customers place a signifi-
cant emphasis on the perceived ease of use. Thus, BSI Mobile’s user-
friendly design must be improved by simplifying interfaces, providing
clear guidance, and prioritizing minimal steps for transactions, which
will reduce user effort and confusion, making it easier to navigate and
understand. Improving perceived ease of use will boost perceived use-
fulness and encourage continued use. Personalizing services by tailoring
features to user needs, continuous feature upgrades, and ensuring quick
response times can improve perceived ease of use, enhancing customers’
perceived usefulness and long-term interest [106]. BSI Mobile could
offer value-enhancing features that are more beneficial than those in
other applications. This study indicated that Islamic features in BSI
Mobile do not distinguish its benefits from e-wallets or conventional
ones. The data showed that 83 % of respondents prefer e-wallets, with
Gopay (36 %), ShopeePay (25 %), and OVO (23 %) being the most
popular options among them. They prefer to use it for integration with
other services (60 %), primarily for online transportation (59 %) and
online shopping (31 %).

Jakarta is ranked as the tenth most congested city in the world [130].
Since respondents live in Jakarta and its nearby cities, motorcycle rides
help users avoid traffic jams and serve as a crucial first- and last-mile
connection to public transportation, making online transportation like
Gojek a convenient mobility option for users [8]. BSI can offer promo-
tional benefits for online transportation by forming partnerships, giving
it a competitive advantage over other payment methods. Similarly, for
online shopping, BSI can offer promotional benefits through various
e-commerce platforms and merchants, allowing it to stand out compared
to alternative payment options. Focusing on simplicity in user interface,
compatibility, efficient features, seamless payment integration,
real-time transaction updates, and easy navigation — all designed for
online transportation and shopping — improves perceived usefulness
and encourages continued use among users seeking a hassle-free
experience.

The influence of trust and perceived ease of use on customers’
intention to continue using BSI Mobile has been confirmed in this study.
The more confident customers are and the more they perceive ease of
use, the more likely they are to continue using BSI Mobile, even after
service failures caused by a cyberattack. This study also confirms the
role of religious concern in avoiding riba as an important moderator in
strengthening the relationship between trust and low-risk perception.
Customers with high religiosity concerns tend to have a stronger
connection between their trust and low-risk perception compared to
those with lower religiosity concerns. The number of customers in the
reference group who trust BSI Mobile for transactions influences their
perception of the service as low-risk. Most respondents are Millennials
(76,8 %). They spend time online for an average of 3 to 7 hours daily,
accessing social media, especially Instagram and YouTube [7]. BSI can
partner with religious influencers and opinion leaders, seeking their
support in a broad social media campaign to enhance customer trust and
improve perceived low risk, especially during service failures and
cyberattacks. Customers who value a secure and easy experience can
also benefit from BSI providing customized video content on social
media, helping users feel more secure and familiar with BSI Mobile’s
features and benefits.

Therefore, to remain at the forefront of the market, BSI must
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consistently explore customers’ needs to deliver strong performance,
creating a secure, easy, and pleasant experience. This approach builds
the highest level of customer trust and long-term interest, which cannot
be achieved overnight. Overall, this study provides valuable insights for
the Islamic banking literature in general and for digital trust in the
context of digital service failures and cyberattacks, in particular. It helps
Islamic banks develop new strategies to boost their digital service reach.

8. Limitations and future research recommendations

There are some limitations of this study that could be addressed in
future research. As respondents reflected on an incident 1 to 7 months
after the cyberattack, they relied on fragile memories of their emotional
reactions, which introduced a geographic limitation and increased the
risk of recall bias. To address this issue, future research should analyze
social media complaints by triangulating the findings with real-time
social media sentiment during the outage period to achieve a more
comprehensive and balanced understanding of how the public perceives
an incident.

Restricting respondents to Jakarta and its satellite cities overlooks
Indonesia’s broad socioeconomic diversity. Current research on
rebuilding trust after cyberattack-induced service failures highlights
general strategies and psychological mechanisms but does not explicitly
address whether rural, older, or less tech-savvy populations show
different trust-rebuilding behaviors after a crisis. To contribute not only
to the immediate findings but also to the broader scholarly conversation
in this field, a cross-cultural analysis comparing these results across
various geographic and regulatory landscapes presents a compelling
area for further investigation. Future research should expand its sam-
pling beyond the urban centers of Jabodetabek. It should also focus on
rural areas, diverse generations, and varying levels of tech-savviness,
among other factors, to gain a better understanding of Indonesia’s so-
cioeconomic diversity.

Religiosity and trust may play a subtle role in moderating customer
attrition. Previous studies indicate that Islamic bank customers do not
respond fundamentally differently to cyberattacks compared to cus-
tomers of conventional banks. Comparative research on risk manage-
ment and stability between Islamic and conventional banks finds no
significant differences in resilience to financial crises or risk manage-
ment effectiveness [66,122], but there is minimal direct research
comparing Islamic and conventional bank customer responses specif-
ically to cyberattacks. To explore whether faith truly shields Islamic
banks from attrition when their functionality declines, future research
should compare these findings with those from non-Islamic banking
cases (e.g., how conventional bank customers reacted to similar cyber-
attacks). This study has significant limitations. Additional mediators and
moderators can be identified and their relationships examined.
Employing qualitative or mixed-methods approaches could yield richer,
more nuanced insights into user perceptions and behaviors following a
cybersecurity breach.

CRediT authorship contribution statement

Muniaty Aisyah: Writing — review & editing, Writing — original
draft, Validation, Supervision, Methodology, Formal analysis, Data
curation, Conceptualization. Yunia Silvia Sesunan: Writing — review &
editing, Resources, Formal analysis, Data curation. Ahmad Tibrizi Soni
Wicaksono: Writing — review & editing, Validation, Software, Meth-
odology, Formal analysis, Data curation.

Declaration of competing interest

The authors declare that they have no known competing financial
interests or personal relationships that could have appeared to influence
the work reported in this paper.



M. Aisyah et al.

Data availability

Data will be made available on request.

References

[1]

[2]
[3]

[4]

(5]

[6

)

[7

—

[8

—

[9

—

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

M.R. Ab Hamid, W. Sami, M.H.M Sidek, Discriminant validity assessment: use of
Fornell & Larcker criterion versus HTMT criterion, J. Phys.: Conf. Ser. 890 (1)
(2017) 12163, https://doi.org/10.1088/1742-6596,/890/1/012163.

W. Abdillah, M.J. Hartono, Partial Least Square (PLS), Andi Publisher, 2015.
M.G. Aboelmaged, Predicting e-procurement adoption in a developing country,
Ind. Manag. Data Syst. 110 (3) (2010) 392-414, https://doi.org/10.1108/
02635571011030042.

A. Abror, D. Patrisia, Y. Engriani, I. Idris, S. Dastgir, Islamic Bank trust : the roles
of religiosity, perceived, Asia Pac. J. Mark. Logist. 34 (2) (2022) 368-384,
https://doi.org/10.1108/APJML-10-2020-0715.

A. Abror, D. Patrisia, Y. Engriani, M.W. Omar, Y. Wardi, N.M.B.M. Noor, S.

S. Sabir Ahmad, M. Najib, Perceived risk and tourist’s trust: the roles of perceived
value and religiosity, J. Islam. Mark. 13 (12) (2021) 2742-2758, https://doi.org/
10.1108/JIMA-03-2021-0094.

D.R. Aditya, A. Kafabih, An analysis of factors that influence students in using
Islamic mobile bangking, Diponegoro J. Islam. Econ. Bus. 4 (2) (2024) 107-128,
https://doi.org/10.14710/djieb.24420.

M. Aisyah, The impact of a regional brand ambassador and social media
advertising on brand trust and brand loyalty of Lazada in Indonesia, Int. J. Data
Netw. Sci. 7 (4) (2023), https://doi.org/10.5267/].ijdns.2023.6.019.

M. Aisyah, M.N.R. Al Arif, Y. Rahmawati, D.N. Thsan, How collaborative
consumption effect customer satisfaction and the ride-hailing drivers’
psychological well-being in Indonesia, Asia Pac. Manag. Rev. 29 (4) (2024)
441-450, https://doi.org/10.1016/j.apmrv.2024.09.003.

M. Aisyah, Y.S. Sesunan, Decision making on the use of a shariah-based e-wallet
by Indonesian consumers, Int. J. Data Netw. Sci. 7 (4) (2023) 1739-1752,
https://doi.org/10.5267/j.ijdns.2023.7.017.

P. Ajibade, Technology acceptance model limitations and criticisms: exploring
the practical applications and use in technology-related studies, mixed-method,
and qualitative researches, Libr. Philos. Pract. 2019 (2019).

H.M. Al-Hattami, Understanding perceptions of academics toward technology
acceptance in accounting education, Heliyon 9 (1) (2023) e13141, https://doi.
org/10.1016/j.heliyon.2023.e13141.

E.A. Al-Nawafleh, G.A.A. Al-Sheikh, A.A. Abdulllah, A.M. bin A Tambi, Review of
the impact of service quality and subjective norms in TAM among
telecommunication customers in Jordan, Int. J. Ethics Syst. 35 (1) (2019)
148-158.

A. Alam, A. Hendratmi, M.S. Wati, L. Hakim, The impact of mobile banking use
on the Islamic financial institutional interest: a study in Indonesia, Banks Bank
Syst. 17 (3) (2022) 1-11, https://doi.org/10.21511/bbs.17(3).2022.01.

Alfarizi, M.K. (2023). Minta Pemulihan Layanan BSI Dipercepat, OJK Dorong
Mitigasi Juga Dilakukan Seluruh Industri Perbankan. Tempo.Co. https://bisnis.te
mpo.co/read/1724873/minta-pemulihan-layanan-bsi-dipercepat-ojk-dorong-mit
igasi-juga-dilakukan-seluruh-industri-perbankan?utm_source=izooto&utm_med
ium=on_site_interactions&utm_campaign=Exit_Intent Recommendations.

O.A. Alismaiel, J. Cifuentes-Faura, W.M. Al-Rahmi, Social Media technologies
used for education: an empirical study on TAM model during the COVID-19
pandemic, Front. Educ. (Lausanne) 7 (April) (2022), https://doi.org/10.3389/
feduc.2022.882831.

M.A. Almaiah, S. Al-Otaibi, R. Shishakly, L. Hassan, A. Lutfi, M. Alrawad,

M. Qatawneh, O.A. Alghanam, Investigating the role of perceived risk, perceived
security and perceived trust on smart m-banking application using SEM,
Sustainability 15 (13) (2023) 9908, https://doi.org/10.3390/su15139908.

N. Algershi, S.S.M. Mokhtar, Z.Bin Abas, Innovative CRM and performance of
SMEs: the moderating role of relational capital, J. Open Innov.: Technol. Mark.
Complex. 6 (4) (2020) 1-18, https://doi.org/10.3390/joitmc6040155.

M.N. Alraja, M. Aref, Customer acceptance of e-commerce: integrating perceived
risk with TAM, Int. J. Appl. Bus. Econ. Res. 13 (2) (2015) 913-921.

C. Altin Gumussoy, A. Kaya, E. Ozlu, Determinants of mobile banking use: an
extended TAM with perceived risk, mobility access, compatibility, perceived self-
efficacy and subjective norms, in: Proceedings of the Industrial Engineering in the
Industry 4.0 Era: Selected Papers from the Global Joint Conference on Industrial
Engineering and Its Application Areas, GJCIE 2017, 2018, pp. 225-238. July
20-21, Vienna, Austria.

S. An, T. Eck, H. Yim, Understanding consumers’ acceptance intention to use
mobile food delivery applications through an extended technology acceptance
model, Sustainability (Switzerland) 15 (1) (2023), https://doi.org/10.3390/
sul5010832.

P. Andriani, N. Setyorini, A.H. Shibghatalloh, Investigating E-servicescape
influence to customer response in digital Islamic banking, Int. J. Islam. Econ.
Finance (IJIEF) 4 (1) (2021) 101-120, https://doi.org/10.18196/ijief.
v4i1.10299.

Aprilia, Z. (2024). Daftar Terbaru 6 Bank Terbesar di Indonesia, BSI Geser CIMB
Niaga. CNBCIndonesia.Com. https://www.cnbcindonesia.com/market/
20240223085408-17-516997 /daftar-terbaru-6-bank-terbesar-di-indonesia-bsi-
geser-cimb-niaga.

15

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[371

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

Sustainable Futures 10 (2025) 101530

Arini, S.C. (2023). Sudah 3 Hari, Aplikasi BSI Mobile Masih Eror. DetikFinance.
https://finance.detik.com/moneter/d-6712578/sudah-3-hari-aplikasi-bsi-mobile
-masih-eror.

N. Arvidsson, Consumer attitudes on mobile payment services-results from a
proof of concept test, Int. J. Bank Mark. (2014).

AsiaQuest, How Sophisticated is the BSI Mobile Application? AsiaQuest
Indonesia, 2021. https://aqgi.co.id/en/news/cek-kecanggihan-aplikasi-bsi-mobile

L.A. Bajwa, S. Ahmad, M. Mahmud, F.A. Bajwa, The impact of cyberattacks
awareness on customers’ trust and commitment: an empirical evidence from the
Pakistani banking sector, Inf. Comput. Secur. 31 (5) (2023) 635-654, https://doi.
org/10.1108/1CS-11-2022-0179.

Bappeda, J. (2025). Jakarta rise # 20 : langkah Menuju 20 Kota Global Teratas. htt
ps://bappeda.jakarta.go.id/storage/jakarta-rise-20/id/20250225_Book3IDFinal.
pdf.

L. Beanning, Zulkarnain, The effect of e-service quality on customer satisfaction
and customer loyalty: a study on mobile banking application in Indonesia,
Commun. Humanit. Soc. Sci. 4 (1) (2024) 51-58, https://doi.org/10.21924/
chss.4.1.2024.73.

J.-M. Becker, Categorial Moderators, Forum.Smartpls.Com, 2018. https://forum.
smartpls.com.

A. Bhatti, S. Saad, S.M. Gbadebo, Moderator trust, subjective norms influence risk
and online shopping behavior of consumers, Int. J. Sci. Technol. Res. 9 (1) (2020)
627-641.

B. Burhanudin, The effect of Muslims’ tendency to regret being customers of
conventional banks on their intention to save money in Islamic banks, J. Islam.
Mark. 13 (5) (2020) 1050-1068, https://doi.org/10.1108/JIMA-03-2020-0074.
P.A.B. Cahyanti, A.U. Hatmoko, A. Rizak, C. Agus, K.R. Kurniawan, Development
of Betawi architecture for green and low-energy building of Tropical sub-urban
Business Centre in Greater Jakarta, Int. J. Struct. Civ. Eng. Res. 8 (1) (2019)
54-58, https://doi.org/10.18178/ijscer.8.1.54-58.

Riza Casidy, Adam Duhachek, Vishal Singh, Ali Tamaddoni, Religious belief,
religious priming, and negative word of mouth, J. Mark. Res. 58 (4) (2021)
762-781, https://doi.org/10.1177,/00222437211011196.

D. Chakraborty, A. Siddiqui, M. Siddiqui, N.P. Rana, G. Dash, Mobile payment
apps filling value gaps: integrating consumption values with initial trust and
customer involvement, J. Retail. Consum. Serv. 66 (2022) 102946, https://doi.
org/10.1016/j.jretconser.2022.102946.

D. Chakraborty, M. Siddiqui, A. Siddiqui, J. Paul, G. Dash, F.D. Mas, Watching is
valuable: consumer views — content consumption on OTT platforms, J. Retail.
Consum. Serv. 70 (2023) 103148, https://doi.org/10.1016/j.
jretconser.2022.103148.

C. Charoensereechai, W. Nurittamont, B. Phayaphrom, S. Siripipatthanakul,
Understanding the effect of social media advertising values on online purchase
intention: a case of Bangkok, Thailand, SSRN Electron. J. 5 (May) (2022) 1-11,
https://doi.org/10.2139/ssrn.4103522.

C.Y. Chen, How customer participation influences service failure attribution: the
moderating effect of self-efficacy, J. Serv. Theory Pract. 28 (3) (2018) 298-314,
https://doi.org/10.1108/JSTP-12-2016-0224.

Cheong, J.H., Park, M.C., & Hwang, J.H. (2004). Mobile payment adoption in
Korea: switching from credit card in paper presented at the 15th Biennial Conference.
Citro, A., Assegaf, F., & Azis Kurmala. (2022). Gopay most widely used digital
wallet: research. Antaranews.Com. https://en.antaranews.com/news/2628
13/gopay-most-widely-used-digital-wallet-research.

G. Culot, G. Nassimbeni, M. Podrecca, M. Sartor, The ISO/IEC 27001 information
security management standard: literature review and theory-based research
agenda, TQM J. 33 (7) (2021) 76-105, https://doi.org/10.1108/TQM-09-2020-
0202.

A. Damayanti, Nasabah Keluhkan Mobile Banking Eror, BSI Buka Suara Beri
Penjelasan, DetikFinance, 2024. https://finance.detik.com/moneter/d-742642
4/nasabah-keluhkan-mobile-banking-eror-bsi-buka-suara-beri-penjelasan.
Dambhuri, E. (2023). Survei Republika: ini 11 Bank Syariah Paling Favorit 2023.
Republika.Co.Id. https://sharia.republika.co.id/berita/rtrexh440/survei-re
publika-ini-11-bank-syariah-paling-favorit-2023#google_vignette.

G. Dash, J. Paul, CB-SEM vs PLS-SEM methods for research in social sciences and
technology forecasting, Technol. Forecast. Soc. Change 173 (August) (2021)
121092, https://doi.org/10.1016/j.techfore.2021.121092.

F.D. Davis, Perceived usefulness, perceived ease of use, and user acceptance of
information technology, MIS Q. 13 (3) (1989) 319, https://doi.org/10.2307/
249008.

F.D. Davis, R.P. Bagozzi, P.R. Warshaw, User acceptance of computer technology:
a comparison of two theoretical models, Manag. Sci. 35 (8) (1989) 982-1003,
https://doi.org/10.1287/mnsc.35.8.982.

F.D. Davis, R.P. Bagozzi, P.R. Warshaw, Extrinsic and intrinsic motivation to use
computers in the workplace 1, J. Appl. Soc. Psychol. 22 (14) (1992) 1111-1132,
https://doi.org/10.1111/j.1559-1816.1992.tb00945.x.

E. Dollija, M. Tenegexhi, S. Gura, Students’ behavior and intention to use e-
learning during the COVID-19 pandemic: a case of TAM through SEM analysis in
Albania, J. Educ. Elearn. Res. 10 (4) (2023) 616-626, https://doi.org/10.20448/
jeelr.v10i4.5004.

Y. Dzikri, M.Z. Hermawansyah, M.G.A. Pangestu, F. Ariawansyah, Analisis CRM
pada pengelolaan data pelanggan bank BSI setelah bercerai dengan
Muhammadiyah, AL-MIKRAJ J. Studi Islam Dan Hum. 5 (01) (2024) 175-187,
https://doi.org/10.37680/almikraj.v5i01.5655 (E-ISSN 2745-4584).


https://doi.org/10.1088/1742-6596/890/1/012163
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0002
https://doi.org/10.1108/02635571011030042
https://doi.org/10.1108/02635571011030042
https://doi.org/10.1108/APJML-10-2020-0715
https://doi.org/10.1108/JIMA-03-2021-0094
https://doi.org/10.1108/JIMA-03-2021-0094
https://doi.org/10.14710/djieb.24420
https://doi.org/10.5267/j.ijdns.2023.6.019
https://doi.org/10.1016/j.apmrv.2024.09.003
https://doi.org/10.5267/j.ijdns.2023.7.017
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0010
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0010
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0010
https://doi.org/10.1016/j.heliyon.2023.e13141
https://doi.org/10.1016/j.heliyon.2023.e13141
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0012
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0012
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0012
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0012
https://doi.org/10.21511/bbs.17(3).2022.01
https://bisnis.tempo.co/read/1724873/minta-pemulihan-layanan-bsi-dipercepat-ojk-dorong-mitigasi-juga-dilakukan-seluruh-industri-perbankan?utm_source=izooto&tnqh_x0026;utm_medium=on_site_interactions&tnqh_x0026;utm_campaign=Exit_Intent_Recommendations
https://bisnis.tempo.co/read/1724873/minta-pemulihan-layanan-bsi-dipercepat-ojk-dorong-mitigasi-juga-dilakukan-seluruh-industri-perbankan?utm_source=izooto&tnqh_x0026;utm_medium=on_site_interactions&tnqh_x0026;utm_campaign=Exit_Intent_Recommendations
https://bisnis.tempo.co/read/1724873/minta-pemulihan-layanan-bsi-dipercepat-ojk-dorong-mitigasi-juga-dilakukan-seluruh-industri-perbankan?utm_source=izooto&tnqh_x0026;utm_medium=on_site_interactions&tnqh_x0026;utm_campaign=Exit_Intent_Recommendations
https://bisnis.tempo.co/read/1724873/minta-pemulihan-layanan-bsi-dipercepat-ojk-dorong-mitigasi-juga-dilakukan-seluruh-industri-perbankan?utm_source=izooto&tnqh_x0026;utm_medium=on_site_interactions&tnqh_x0026;utm_campaign=Exit_Intent_Recommendations
https://doi.org/10.3389/feduc.2022.882831
https://doi.org/10.3389/feduc.2022.882831
https://doi.org/10.3390/su15139908
https://doi.org/10.3390/joitmc6040155
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0018
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0018
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0019
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0019
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0019
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0019
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0019
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0019
https://doi.org/10.3390/su15010832
https://doi.org/10.3390/su15010832
https://doi.org/10.18196/ijief.v4i1.10299
https://doi.org/10.18196/ijief.v4i1.10299
https://www.cnbcindonesia.com/market/20240223085408-17-516997/daftar-terbaru-6-bank-terbesar-di-indonesia-bsi-geser-cimb-niaga
https://www.cnbcindonesia.com/market/20240223085408-17-516997/daftar-terbaru-6-bank-terbesar-di-indonesia-bsi-geser-cimb-niaga
https://www.cnbcindonesia.com/market/20240223085408-17-516997/daftar-terbaru-6-bank-terbesar-di-indonesia-bsi-geser-cimb-niaga
https://finance.detik.com/moneter/d-6712578/sudah-3-hari-aplikasi-bsi-mobile-masih-eror
https://finance.detik.com/moneter/d-6712578/sudah-3-hari-aplikasi-bsi-mobile-masih-eror
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0024
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0024
https://aqi.co.id/en/news/cek-kecanggihan-aplikasi-bsi-mobile
https://doi.org/10.1108/ICS-11-2022-0179
https://doi.org/10.1108/ICS-11-2022-0179
https://bappeda.jakarta.go.id/storage/jakarta-rise-20/id/20250225_Book3IDFinal.pdf
https://bappeda.jakarta.go.id/storage/jakarta-rise-20/id/20250225_Book3IDFinal.pdf
https://bappeda.jakarta.go.id/storage/jakarta-rise-20/id/20250225_Book3IDFinal.pdf
https://doi.org/10.21924/chss.4.1.2024.73
https://doi.org/10.21924/chss.4.1.2024.73
https://forum.smartpls.com
https://forum.smartpls.com
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0030
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0030
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0030
https://doi.org/10.1108/JIMA-03-2020-0074
https://doi.org/10.18178/ijscer.8.1.54-58
https://doi.org/10.1177/00222437211011196
https://doi.org/10.1016/j.jretconser.2022.102946
https://doi.org/10.1016/j.jretconser.2022.102946
https://doi.org/10.1016/j.jretconser.2022.103148
https://doi.org/10.1016/j.jretconser.2022.103148
https://doi.org/10.2139/ssrn.4103522
https://doi.org/10.1108/JSTP-12-2016-0224
https://en.antaranews.com/news/262813/gopay-most-widely-used-digital-wallet-research
https://en.antaranews.com/news/262813/gopay-most-widely-used-digital-wallet-research
https://doi.org/10.1108/TQM-09-2020-0202
https://doi.org/10.1108/TQM-09-2020-0202
https://finance.detik.com/moneter/d-7426424/nasabah-keluhkan-mobile-banking-eror-bsi-buka-suara-beri-penjelasan
https://finance.detik.com/moneter/d-7426424/nasabah-keluhkan-mobile-banking-eror-bsi-buka-suara-beri-penjelasan
https://sharia.republika.co.id/berita/rtrcxh440/survei-republika-ini-11-bank-syariah-paling-favorit-2023#google_vignette
https://sharia.republika.co.id/berita/rtrcxh440/survei-republika-ini-11-bank-syariah-paling-favorit-2023#google_vignette
https://doi.org/10.1016/j.techfore.2021.121092
https://doi.org/10.2307/249008
https://doi.org/10.2307/249008
https://doi.org/10.1287/mnsc.35.8.982
https://doi.org/10.1111/j.1559-1816.1992.tb00945.x
https://doi.org/10.20448/jeelr.v10i4.5004
https://doi.org/10.20448/jeelr.v10i4.5004
https://doi.org/10.37680/almikraj.v5i01.5655

M. Aisyah et al.

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]
[59]
[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

Eny Latifah, Analysis of Islamic economic principles in financial technology in
indonesian Islamic banking, Involv. Int. J. Bus. 1 (2) (2024) 75-85, https://doi.
org/10.62569/iijb.v1i2.13.

B. Esposito, M.R. Sessa, D. Sica, O. Malandrino, Service innovation in the
restaurant sector during COVID-19: digital technologies to reduce customers’ risk
perception, TQM J. 34 (7) (2022), https://doi.org/10.1108/TQM-01-2022-0016.
N. Fauziah, M. Amri, Investigating motivational factors: riba avoidance,
religiosity, reputation, social environment, and Sharia Bank product adoption,
Etihad: J. Islam. Bank. Finance 3 (1) (2023) 51-65.

Financial Services Authority, Sharia Banking, Otoritas Jasa Keuangan, 2017. http
s://www.ojk.go.id/en/kanal/syariah/tentang-syariah/Pages/Perbankan-Syariah.
aspx.

M. Fishbein, I. Ajzen, Belief, Attitude, Intention, and Behavior: An Introduction to
Theory and Research, Addison-Wesley, Reading, MA, 1975. https://people.
umass.edu/aizen/f&al1975.html.

C. Fornell, B. Wernerfelt, A model for customer complaint management, Mark.
Sci. 7 (3) (1988) 287-298.

E. Garbarino, M.S. Johnson, The different roles of satisfaction, trust, and
commitment in customer relationships, J. Mark. 63 (2) (1999) 70, https://doi.
org/10.2307/1251946.

Gatra, S. (2023). Gangguan Sistem BSI dan Kepercayaan Ekonomi Syariah.
Kompas.Com. https://money.kompas.com/read/2023/05/13/080310026/ga
ngguan-sistem-bsi-dan-kepercayaan-ekonomi-syariah.

T.T. Goh, N.M. Suki, K. Fam, Exploring a consumption value model for Islamic
mobile banking adoption, J. Islam. Mark. 5 (3) (2014) 344-365, https://doi.org/
10.1108/JIMA-08-2013-0056.

M.A. Gomez, R. Shandler, Trust at risk: the effect of proximity to cyberattacks,
J. Glob. Secur. Stud. 9 (2) (2024), https://doi.org/10.1093/jogss/ogae002.
Gunawan, V., & Tjokrosaputro, M. (2024). Influential determinants of the
intention. 2(2), 3500-3509.

L.C. Hai, S.H.A Kazmi, Dynamic support of government in online shopping, Asian
Soc. Sci. 11 (22) (2015) 1-9, https://doi.org/10.5539/ass.v11n22pl.

J.F. Hair, G.T.M. Hult, C.M. Ringle, M. Sarstedt, N.P. Danks, S. Ray, Partial Least
Squares Structural Equation Modeling (PLS-SEM) Using R, Springer International
Publishing, 2021, https://doi.org/10.1007/978-3-030-80519-7.

S. Handoyo, Purchasing in the digital age: a meta-analytical perspective on trust,
risk, security, and e-WOM in e-commerce, Heliyon 10 (8) (2024) e29714, https://
doi.org/10.1016/j.heliyon.2024.e29714.

J.M. Hansen, G. Saridakis, V. Benson, Risk, trust, and the interaction of perceived
ease of use and behavioral control in predicting consumers’ use of social media
for transactions, Comput. Human. Behav. 80 (2018), https://doi.org/10.1016/j.
chb.2017.11.010.

Hardiansyah, Z. (2023). Kronologi Layanan BSI eror ber-hari dan dipalak hacker
ransomeware. Kompas.Com. https://tekno.kompas.com/read/2023/05/17/
09010077 /kronologi-layanan-bsi-eror-down-berhari-hari-dan-dipalak-hacker-ran
somware?page=all.

D. Harrison McKnight, V. Choudhury, C. Kacmar, The impact of initial consumer
trust on intentions to transact with a web site: a trust building model, J. Strateg.
Inf. Syst. 11 (3) (2002) 297-323, https://doi.org/10.1016/50963-8687(02)
00020-3.

M.K. Hassan, A. Khan, A. Paltrinieri, Liquidity risk, credit risk and stability in
Islamic and conventional banks, Res. Int. Bus. Finance 48 (2019) 17-31, https://
doi.org/10.1016/j.ribaf.2018.10.006.

C. Hazlehurst, M. Etter, K.D. Brouthers, Towards a unified typology of digital
communication technologies in international business: a tool for management
and research, Multinatl. Bus. Rev. 31 (4) (2023) 437-458, https://doi.org/
10.1108/MBR-01-2023-0011.

Heng, H.K., Rx, W., Goh, F., Peng, S., & Syazwani, I. (2022). The mediating role of
institutional support on relationship between technology acceptance model
(TAM) and student satisfaction to use E- learning during Covid-19 pandemic : the
stud ... The mediating role of institutional support on relationship between. Heng,
H. K. et Al. (2022) “The Mediating Role of Institutional Support on Relationship
between Technology Acceptance Model (TAM) and Student Satisfaction to Use E-
Learning during Covid-19 Pandemic : The Stud ... The Mediating Role of Institutional
Supp, March.

A. Hong, C. Nam, S. Kim, What will be the possible barriers to consumers’
adoption of smart home services? Telecomm. Policy 44 (2) (2020) 101867
https://doi.org/10.1016/j.telpol.2019.101867.

C. Hong, H (Hailey) Choi, E.-K.(Cindy) Choi, H.-W.(David) Joung, Factors
affecting customer intention to use online food delivery services before and
during the COVID-19 pandemic, J. Hosp. Tour. Manag. 48 (2021) 509-518,
https://doi.org/10.1016/j.jhtm.2021.08.012.

A. Honora, W. Chih, J. Ortiz, What drives customer engagement after a service
failure? The moderating role of customer trust, Int. J. Consum. Stud. (2023),
https://doi.org/10.1111/ijcs.12939.

R. Huang, M. Kim, S. Lennon, Trust as a second-order construct: investigating the
relationship between consumers and virtual agents, Telemat. Inform. 70 (2022)
101811, https://doi.org/10.1016/j.tele.2022.101811.

Ibrahim, M. (2024). Aplikasi mobile banking error, BSI Minta Maaf. Infobanknews.
Com. https://infobanknews.com/aplikasi-mobile-banking-error-bsi-minta-maaf/.
N. Imjai, W. Promma, B. Usman, S. Aujirapongpan, The intertwined effects of
digital literacy, agile mindset on design thinking skill and management control
competency: insights from Thai young accountants, Int. J. Inf. Manag. Data
Insights 4 (2) (2024) 100244, https://doi.org/10.1016/j.jjimei.2024.100244.
Jamilatul Arrohmah, Kharis Fadlullah Hana, Evaluating BSI mobile user
satisfaction: the impact of product quality and user decisions with Islamic

16

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

Sustainable Futures 10 (2025) 101530

branding as a moderator, J. Finance Islam. Bank. 7 (2) (2025), https://doi.org/
10.22515/jtib.v7i2.10014.

D. Jamshidi, N. Hussin, Forecasting patronage factors of Islamic credit card as a
new e-commerce banking service, J. Islam. Mark. 7 (4) (2016) 378-404, https://
doi.org/10.1108/JIMA-07-2014-0050.

N. Janah, F. Medias, E.K. Pratiwi, The intention of religious leaders to use Islamic
banking services: the case of Indonesia, J. Islam. Mark. 12 (9) (2020) 1786-1800,
https://doi.org/10.1108/JIMA-01-2020-0012.

K. Jangir, V. Sharma, S. Taneja, R. Rupeika-Apoga, The moderating effect of
perceived risk on users’ continuance intention for FinTech services, J. Risk
Financ. Manage 16 (1) (2023), https://doi.org/10.3390/jrfm16010021.

H. Jo, Antecedents of continuance intention of social networking services (SNS):
utilitarian, hedonic, and social contexts, Mob. Inf. Syst. 2022 (2022), https://doi.
org/10.1155/2022/7904124.

A. Johri, S. Kumar, Exploring customer awareness towards their cyber security in
the Kingdom of Saudi Arabia: a study in the era of banking digital transformation,
Hum. Behav. Emerg. Technol. 2023 (2023), https://doi.org/10.1155/2023/
2103442.

A. Kanaan, A. Al-Hawamleh, A. Abulfaraj, H.M. Al-Kaseasbeh, A.H. Alorfi, The
effect of quality, security and privacy factors on trust and intention to use e-
government services, Int. J. Data Netw. Sci. 7 (1) (2023) 185-198, https://doi.
org/10.5267/].ijdns.2022.11.004.

A. Kapoor, R. Sindwani, M. Goel, A. Shankar, Mobile wallet adoption intention
amid COVID-19 pandemic outbreak: a novel conceptual framework, Comput. Ind.
Eng. 172 (PB) (2022) 108646, https://doi.org/10.1016/j.cie.2022.108646.

R.A. Kasri, B.S. Indrastomo, N.D. Hendranastiti, M.B. Prasetyo, Digital payment
and banking stability in emerging economy with dual banking system, Heliyon 8
(11) (2022).

H. Kaur, K. Mehta, M. Mago, Understanding factors influencing CBDC usage
intentions among Indian households: applying an extended UTAUT model,
NMIMS Manag. Rev. 33 (2) (2025) 87-102, https://doi.org/10.1177/
09711023251339858.

P. Kaur, A. Dhir, R. Bodhi, T. Singh, M. Almotairi, Why do people use and
recommend m-wallets? J. Retail. Consum. Serv. 56 (2020) 102091 https://doi.
org/10.1016/j.jretconser.2020.102091.

S. Kaur, S. Arora, Role of perceived risk in online banking and its impact on
behavioral intention: trust as a moderator, J. Asia Bus. Stud. 15 (1) (2021) 1-30,
https://doi.org/10.1108/JABS-08-2019-0252.

S.K. Khan, S. Ahmed, A. Rashid, Influence of social media on purchase intention
and customer loyalty of generation Y with the mediating effect of conviction: a
case of Pakistan, Pak. J. Int. Aff. 4 (2) (2021).

Kinanti Agung Suryani, Lailatur Rohmah, Evrina Ross Pratiwi, Farokhah
Muzayinatun Niswah, Factors affecting the intention of Muslim in East Java
Muslim to use Wagqf cash crowdfunding platform: the technology acceptance
model (Tam) approach, Iqtishaduna : Int. Conf. Proceeding 1 (2025) 606-614,
https://doi.org/10.54783/92wgcp49.

F. Kitsios, E. Chatzidimitriou, M. Kamariotou, The ISO/IEC 27001 information
security management standard: how to extract value from data in the IT sector,
Sustainability (Switzerland) (7) (2023) 15, https://doi.org/10.3390/
sul5075828.

N. Kock, Harman’s single factor test in PLS-SEM: checking for common method
bias, Data Anal. Perspect. J. 2 (2) (2021) 1-6.

P. Kotler, K.L. Keller, Marketing Management, 15th ed., Pearson Prentice Hall Inc,
2016.

R. Kumar, R. Singh, K. Kumar, S. Khan, V. Corvello, How does perceived risk and
trust affect mobile banking adoption? Empirical evidence from India,
Sustainability (Switzerland) 15 (5) (2023) 1-21, https://doi.org/10.3390/
sul5054053.

S. Kumar, A.L.K. Yukita, Millennials behavioral intention in using mobile
banking: integrating perceived risk and trust into TAM (A survey in Jawa Barat,
in: Proceedings of the International Conference on Business and Engineering
Management (ICONBEM 2021), 2021, pp. 210-217.

P. Lai, The literature review of technology adoption models and theories for the
novelty technology, J. Inf. Syst. Technol. Manag. 14 (1) (2017) 21-38, https://
doi.org/10.4301/51807-17752017000100002.

S. Lestari, W.R. Adawiyah, A.L. Alhamidi, J. Prayogi, R. Haryanto, Navigating
perilous seas: unmasking online banking frauds, perceived usefulness, fear of
cybercrime and distrust in online banking, Safer Communities 23 (4) (2024)
444-464, https://doi.org/10.1108/SC-04-2024-0018.

T. Li, Y. Zhang, X.Le Luo, W. Wan, H. Zhang, X. Wang, D. Wang, Exploring
patients’ Intentions for usage of video telemedicine follow-up services: cross-
sectional study, Telemed. E-Health 30 (3) (2023) 731-742, https://doi.org/
10.1089/tm;j.2023.0253.

Y.J. Lim, A. Osman, S.N. Salahuddin, A.R. Romle, S. Abdullah, Factors influencing
online shopping behavior: the mediating role of purchase intention, Procedia
Econ. Finance 35 (October 2015) (2016) 401-410, https://doi.org/10.1016/
$2212-5671(16)00050-2.

X. Liu, X. He, M. Wang, H. Shen, What influences patients’ continuance intention
to use Al-powered service robots at hospitals? The role of individual
characteristics, Technol. Soc. 70 (2022) 101996, https://doi.org/10.1016/j.
techsoc.2022.101996.

H.H. Lu, W.S. Lin, C. Raphael, M.J. Wen, A study investigating user adoptive
behavior and the continuance intention to use mobile health applications during
the COVID-19 pandemic era: evidence from the telemedicine applications utilized
in Indonesia, Asia Pac. Manag. Rev. 28 (1) (2023) 52-59, https://doi.org/
10.1016/j.apmrv.2022.02.002.


https://doi.org/10.62569/iijb.v1i2.13
https://doi.org/10.62569/iijb.v1i2.13
https://doi.org/10.1108/TQM-01-2022-0016
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0051
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0051
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0051
https://www.ojk.go.id/en/kanal/syariah/tentang-syariah/Pages/Perbankan-Syariah.aspx
https://www.ojk.go.id/en/kanal/syariah/tentang-syariah/Pages/Perbankan-Syariah.aspx
https://www.ojk.go.id/en/kanal/syariah/tentang-syariah/Pages/Perbankan-Syariah.aspx
https://people.umass.edu/aizen/f&tnqh_x0026;a1975.html
https://people.umass.edu/aizen/f&tnqh_x0026;a1975.html
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0054
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0054
https://doi.org/10.2307/1251946
https://doi.org/10.2307/1251946
https://money.kompas.com/read/2023/05/13/080310026/gangguan-sistem-bsi-dan-kepercayaan-ekonomi-syariah
https://money.kompas.com/read/2023/05/13/080310026/gangguan-sistem-bsi-dan-kepercayaan-ekonomi-syariah
https://doi.org/10.1108/JIMA-08-2013-0056
https://doi.org/10.1108/JIMA-08-2013-0056
https://doi.org/10.1093/jogss/ogae002
https://doi.org/10.5539/ass.v11n22p1
https://doi.org/10.1007/978-3-030-80519-7
https://doi.org/10.1016/j.heliyon.2024.e29714
https://doi.org/10.1016/j.heliyon.2024.e29714
https://doi.org/10.1016/j.chb.2017.11.010
https://doi.org/10.1016/j.chb.2017.11.010
https://tekno.kompas.com/read/2023/05/17/09010077/kronologi-layanan-bsi-eror-down-berhari-hari-dan-dipalak-hacker-ransomware?page=all
https://tekno.kompas.com/read/2023/05/17/09010077/kronologi-layanan-bsi-eror-down-berhari-hari-dan-dipalak-hacker-ransomware?page=all
https://tekno.kompas.com/read/2023/05/17/09010077/kronologi-layanan-bsi-eror-down-berhari-hari-dan-dipalak-hacker-ransomware?page=all
https://doi.org/10.1016/S0963-8687(02)00020-3
https://doi.org/10.1016/S0963-8687(02)00020-3
https://doi.org/10.1016/j.ribaf.2018.10.006
https://doi.org/10.1016/j.ribaf.2018.10.006
https://doi.org/10.1108/MBR-01-2023-0011
https://doi.org/10.1108/MBR-01-2023-0011
https://doi.org/10.1016/j.telpol.2019.101867
https://doi.org/10.1016/j.jhtm.2021.08.012
https://doi.org/10.1111/ijcs.12939
https://doi.org/10.1016/j.tele.2022.101811
https://infobanknews.com/aplikasi-mobile-banking-error-bsi-minta-maaf/
https://doi.org/10.1016/j.jjimei.2024.100244
https://doi.org/10.22515/jfib.v7i2.10014
https://doi.org/10.22515/jfib.v7i2.10014
https://doi.org/10.1108/JIMA-07-2014-0050
https://doi.org/10.1108/JIMA-07-2014-0050
https://doi.org/10.1108/JIMA-01-2020-0012
https://doi.org/10.3390/jrfm16010021
https://doi.org/10.1155/2022/7904124
https://doi.org/10.1155/2022/7904124
https://doi.org/10.1155/2023/2103442
https://doi.org/10.1155/2023/2103442
https://doi.org/10.5267/j.ijdns.2022.11.004
https://doi.org/10.5267/j.ijdns.2022.11.004
https://doi.org/10.1016/j.cie.2022.108646
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0083
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0083
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0083
https://doi.org/10.1177/09711023251339858
https://doi.org/10.1177/09711023251339858
https://doi.org/10.1016/j.jretconser.2020.102091
https://doi.org/10.1016/j.jretconser.2020.102091
https://doi.org/10.1108/JABS-08-2019-0252
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0087
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0087
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0087
https://doi.org/10.54783/92wgcp49
https://doi.org/10.3390/su15075828
https://doi.org/10.3390/su15075828
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0090
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0090
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0091
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0091
https://doi.org/10.3390/su15054053
https://doi.org/10.3390/su15054053
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0093
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0093
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0093
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0093
https://doi.org/10.4301/S1807-17752017000100002
https://doi.org/10.4301/S1807-17752017000100002
https://doi.org/10.1108/SC-04-2024-0018
https://doi.org/10.1089/tmj.2023.0253
https://doi.org/10.1089/tmj.2023.0253
https://doi.org/10.1016/S2212-5671(16)00050-2
https://doi.org/10.1016/S2212-5671(16)00050-2
https://doi.org/10.1016/j.techsoc.2022.101996
https://doi.org/10.1016/j.techsoc.2022.101996
https://doi.org/10.1016/j.apmrv.2022.02.002
https://doi.org/10.1016/j.apmrv.2022.02.002

M. Aisyah et al.

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

Y. Ly, S. Yang, P.Y.K. Chau, Y. Cao, Dynamics between the trust transfer process
and intention to use mobile payment services: a cross-environment perspective,
Inf. Manag. 48 (8) (2011) 393-403, https://doi.org/10.1016/j.im.2011.09.006.
J.G. Martinez-Navalén, M. Fernandez-Fernandez, F.P. Alberto, Does privacy and
ease of use influence user trust in digital banking applications in Spain and
Portugal? Int. Entrep. Manag. J. 19 (2) (2023) 781-803, https://doi.org/
10.1007/s11365-023-00839-4.

A. Mishra, A. Shukla, N.P. Rana, W.L. Currie, Y.K. Dwivedi, Re-examining post-
acceptance model of information systems continuance: a revised theoretical
model using MASEM approach, Int. J. Inf. Manage 68 (2023), https://doi.org/
10.1016/j.ijinfomgt.2022.102571.

T.E. Mofokeng, Antecedents of trust and customer loyalty in online shopping: the
moderating effects of online shopping experience and e-shopping spending,
Heliyon 9 (5) (2023), https://doi.org/10.1016/j.heliyon.2023.e16182.

F. Mohammed, R.B. Ahmad, S.B. Hassan, Y. Fazea, A.I. Alzahrani, An empirical
evidence on the impact of social customer relationship management on the small
and medium enterprises performance, Int. J. Inf. Manag. Data Insights 4 (2)
(2024) 100248, https://doi.org/10.1016/].jjimei.2024.100248.

T.Y. Mou, C.P. Kao, K.Y. Lin, M. Osborne, Exploring the mediator in science
service learning: analysis of university students’ Behavioural intention to use
digital platforms, Asia-Pac. Educ. Res. 32 (6) (2022) 841-854, https://doi.org/
10.1007/540299-022-00700-2.

Ramesh Viswanadhuni, B. Padmaja, Impact of mobile banking apps on customer
engagement and loyalty-a study, EPRA Int. J. Res. Dev. (IJRD) 7838 (April)
(2025) 203-212, https://doi.org/10.36713/epra21150.

M. Muflih, M. Zen, R. Purbayati, K. Kristianingsih, H. Karnawati, B. Iswanto, E.
H. Juniwati, Customer loyalty to Islamic mobile banking: evaluating the roles of
justice theory, religiosity, satisfaction and trust, Int. J. Bank Mark. 42 (3) (2024)
571-595, https://doi.org/10.1108/1JBM-03-2023-0187.

Kuncoro Muharir, I. Abduloh, A.Y. Ulummudin, H. Ahyani, Islamic legal
hermeneutics on Riba in digital banking: contextualizing Imam al-Qurtub1’s
exegesis of Qur’an 2:275, J. Ilm. Mizani 12 (1) (2025) 128-149, https://doi.org/
10.29300/mzn.v12i1.7690.

D. Mulia, H. Usman, N.B. Parwanto, The role of customer intimacy in increasing
Islamic bank customer loyalty in using e-banking and m-banking, J. Islam. Mark.
12 (6) (2021) 1097-1123, https://doi.org/10.1108/JIMA-09-2019-0190.

A.M. Mutahar, N.M. Daud, T. Ramayah, L. Putit, O. Isaac, Examining the effect of
subjective norms and compatibility as external variables on TAM: mobile banking
acceptance in Yemen, Sci. Int. 29 (4) (2017) 769-776.

A. Mutia Hendarti, A.T.R. Candra Yudha, R.A. Wicaksono, M. Maksum, N. Huda,
Knowledge, service features, benefits, and convenience and their influence on
customer interest: evidence on BSI Mojopahit 2 Mojokerto City, Indonesia, El-
Qist: J. Islam. Econ. Bus. (JIEB) 13 (1) (2023) 49-66, https://doi.org/10.15642/
elqist.2023.13.1.49-66.

M. Naeem, S.T. Jawaid, S. Mustafa, Evolution of modified TAM associated with e-
banking services adoption: a systematic PRISMA review from 1975 to 2021,

J. Model. Manag. 18 (3) (2023) 942-972, https://doi.org/10.1108/JM2-10-2021-
0251.

D. Napitupulu, A conceptual model of E-government adoption in Indonesia, Int. J.
Adpv. Sci. Eng. Inf. Technol. 7 (4) (2017) 1471, https://doi.org/10.18517/
ijaseit.7.4.2518.

J.D. Newton, J. Wong, R. Casidy, Deck the halls with boughs of holly to soften
evaluations of service failure, J. Serv. Res. 21 (4) (2018) 389-404.

D.M. Nguyen, Y.T.H. Chiu, H.D. Le, Determinants of continuance intention
towards banks’ chatbot services in Vietnam: a necessity for sustainable
development, Sustainability (Switzerland) 13 (14) (2021) 1-24, https://doi.org/
10.3390/5u13147625.

T.N. Nguyen, T.K. Cao, P.L. Dang, H.A. Nguyen, Predicting consumer intention to
use mobile payment services: empirical evidence from Vietnam, Int. J. Mark.
Stud. 8 (1) (2016) 117, https://doi.org/10.5539/ijms.v8nlpl17.

Nor, M., & Won, H.M. (2022). Factors affecting consumer acceptance of e-
payment in Klang Valley, Malaysia. 4(1), 54-66.

Nugroho, A. (2021). Peta Pasar Setelah Merger Bank Syariah Indonesia;
Bagaimana Kinerja Bank Muamalat? Thefinance.Co.Id. https://thefinance.co.id
/economy-business/peta-pasar-setelah-merger-bank-syariah-indonesia-bagaiman
a-kinerja-bank-muamalat/.

H.-B. Ong, L.-L. Chong, The effect of cashless payments on the internet and mobile
banking, J. Financ. Serv. Mark. 28 (1) (2023) 178-188, https://doi.org/10.1057/
541264-022-00145-0.

U. Parayil Igbal, S.M. Jose, M. Tahir, Integrating trust with extended UTAUT
model: a study on Islamic banking customers’ m-banking adoption in the
Maldives, J. Islam. Mark. 14 (7) (2023) 1836-1858, https://doi.org/10.1108/
JIMA-01-2022-0030.

S.Y. Park, An analysis of the technology acceptance model in understanding
university students’ behavioral intention to use e-learning, Educ. Technol. Soc. 12
(3) (2009) 150-162.

M. Parsa, Efficiency and stability of Islamic vs. conventional banking models: a
meta frontier analysis, J. Sustain. Finance Invest. 12 (3) (2022) 849-869, https://
doi.org/10.1080,/20430795.2020.1803665.

P.A. Pavlou, Consumer acceptance of electronic commerce: integrating trust and
risk with the technology acceptance model, Int. J. Electron. Commer. 7 (3) (2003)
101-134. http://www.jstor.org/stable/27751067.

P.A. Pavlou, Integrating trust in electronic commerce with the technology
acceptance model: model development and validation, AMCIS 2001 Proc. 159
(2001).

17

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

[148]

[149]

[150]

Sustainable Futures 10 (2025) 101530

P.A. Pavlou, D. Gefen, Building effective online marketplaces with institution-
based trust, Inf. Syst. Res. 15 (1) (2004) 37-59, https://doi.org/10.1287/
isre.1040.0015.

R. Pereira, C. Tam, Impact of enjoyment on the usage continuance intention of
video-on-demand services, Inf. Manag. 58 (7) (2021) 103501, https://doi.org/
10.1016/j.im.2021.103501.

T. Pipitwanichakarn, N. Wongtada, Leveraging the technology acceptance model
for mobile commerce adoption under distinct stages of adoption: a case of micro
businesses, Asia Pac. J. Mark. Logist. 33 (6) (2019) 1415-1436, https://doi.org/
10.1108/APJML-10-2018-0448.

P.M. Podsakoff, S.B. MacKenzie, J.-Y. Lee, N.P. Podsakoff, Common method
biases in behavioral research: a critical review of the literature and recommended
remedies, J. Appl. Psychol. 88 (5) (2003) 879.

K. Praveena, S. Thomas, Continuance intention to use Facebook: a study of
perceived enjoyment and TAM, Bonfring Int. J. Ind. Eng. Manag. Sci. 4 (1) (2014)
24.

Prireza, A. (2020). Jakarta ranks 10 on World’s most congested cities list. https://en.
tempo.co/read/1303052/jakarta-ranks-10th-on-worlds-most-congested-cities.

M. Puspitasari, H.M. Hibatillah, The impact of understanding of Riba on the use of
Islamic Financial Institutions Services: research in Sadananya District, Ciamis
Regency, Syari’ah Econ. 6 (2) (2022) 139, https://doi.org/10.36667/se.
v6i2.1176.

A.P. Putri, W. Dhewanto, The effect of entrepreneurial factors on the realization
of sustainable development goals (SDG) and sustainability in Indonesia’s SMEs,
Binus Bus. Rev. 13 (3) (2022) 303-313, https://doi.org/10.21512/bbr.
v13i3.8524.

Putri, R.S. (2023). Layanan mobile banking error, netizen minta BSI beri
kompensasi ke Nasabah. Tempo.Co. https://bisnis.tempo.co/read/1725253/laya
nan-mobile-banking-error-netizen-minta-bsi-beri-kompensasi-ke-nasabah?pag
e_num=2,

T. Ramayah, J. Ignatius, Impact of perceived usefulness, perceived ease of use and
perceived enjoyment on intention to shop online, ICFAI J. Syst. Manag. (IJSM)
(2005) 1-16. http://ramayah.com/journalarticlespdf/impactpeu.pdf.

N.P. Rana, S. Luthra, H.R. Rao, Assessing challenges to the mobile wallet usage in
India: an interpretive structural modelling approach, Inf. Technol. People 36 (4)
(2023) 1533-1554, https://doi.org/10.1108/1TP-07-2021-0535.

Redaksi, BSI Kena Serangan Ransomware, Erick Thohir Buka Suara, CNBC
Indonesia, 2023. https://www.cnbcindonesia.com/tech/20230510163102-37-
436243 /bsi-kena-serangan-ransomware-erick-thohir-buka-suara.

T. Redaksi, Tenang! Layanan BSI Sudah Normal, , Nasabah Aman Bertransaksi,
2023. CNBCIndonesia.Com, https://www.cnbcindonesia.com/tech/202305130
85417-37-437007 /tenang-layanan-bsi-sudah-normal-nasabah-aman-bertransaksi

A.U. Rehman, M. Shoaib, M. Javed, Z. Abbas, A. Nawal, R. Zamecnik,
Understanding revisit intention towards religious attraction of Kartarpur Temple:
moderation analysis of religiosity, Sustainability (Switzerland) 14 (14) (2022)
1-19, https://doi.org/10.3390/sul4148646.

Respati, A.R., & Sukmana, Y. (2023). Perjalanan Kasus BSI, dari Gangguan
Layanan sampai “Hacker” Minta Tebusan. Kompas.Com. https://money.kompas.
com/read/2023/05/17/072027926/perjalanan-kasus-bsi-dari-gangguan-layana
n-sampai-hacker-minta-tebusan?page=all.

M. Riek, R. Béhme, T. Moore, Measuring the influence of perceived cybercrime
risk on online service avoidance, IEEE Trans. Dependable Secure Comput. 13
(2016) 261-273, https://doi.org/10.1109/tdsc.2015.2410795.

Ringle, C.M., Wende, S., & Becker, J.-M. (2024). Multigroup Analysis (MGA.
SmartPLS 4. Bonningstedt: smartPLS. https://www.smartpls.com.

A'F. Riza, D.M. Wijayanti, Strengthening a sustainable Islamic financial industry
through digital banking, J. Islam. Mark. 15 (11) (2024) 2732-2758, https://doi.
org/10.1108/JIMA-01-2023-0025.

C. Rosanti, F.A. Artanto, R.E. Saputra, Perception of user opinions towards Sharia
mobile banking applications in Indonesia based on comments on Google Play
Store, SERAMBI: J. Ekon. Manaj. Dan Bisnis Islam 7 (1) (2025) 97-108, https://
doi.org/10.36407/serambi.v7i1.1486.

P.P. Roy, A high-level comparison between the NIST cyber security framework
and the ISO 27001 information security standard, in: Proceedings of the 2020
National Conference on Emerging Trends on Sustainable Technology and
Engineering Applications (NCETSTEA), 2020, pp. 1-3, https://doi.org/10.1109/
NCETSTEA48365.2020.9119914.

Rustiadi, E., Pribadi, D.O., Pravitasari, A.E., Indraprahasta, G.S., & Iman, L.S.
(2015). Jabodetabek megacity: from City development toward urban complex
management system (pp. 421-445). 10.1007/978-4-431-55043-3_22.

S&P Global Rating. (2021). Islamic Finance Outlook 2022 edition. https://www.
spglobal.com/ratings/en/research/pdf-articles/islamic-finance-outlook-2022-2
8102022v1.pdf.

M. Safiullah, A. Shamsuddin, Risk-adjusted efficiency and corporate governance:
evidence from Islamic and conventional banks, J. Corp. Finance 55 (2019)
105-140, https://doi.org/10.1016/j.jcorpfin.2018.08.009.

1. Saleh, S. Kadariah, I.P. Dewi, Determinants of decisions to use Islamic bank
mobile banking services, J. Islam. Financ. Technol. 1 (2) (2022) 117-131, https://
doi.org/10.24952/jiftech.v1i2.6703.

S.A. Salloum, M. Al-Emran, Factors affecting the adoption of E-payment systems
by university students: extending the TAM with trust, Int. J. Electron. Bus. 14 (4)
(2018) 371-390.

C. Sample, Sample Size Calculator, Calculator.Net, 2025. https://www.calculator.
net/sample-size-calculator.html.


https://doi.org/10.1016/j.im.2011.09.006
https://doi.org/10.1007/s11365-023-00839-4
https://doi.org/10.1007/s11365-023-00839-4
https://doi.org/10.1016/j.ijinfomgt.2022.102571
https://doi.org/10.1016/j.ijinfomgt.2022.102571
https://doi.org/10.1016/j.heliyon.2023.e16182
https://doi.org/10.1016/j.jjimei.2024.100248
https://doi.org/10.1007/s40299-022-00700-2
https://doi.org/10.1007/s40299-022-00700-2
https://doi.org/10.36713/epra21150
https://doi.org/10.1108/IJBM-03-2023-0187
https://doi.org/10.29300/mzn.v12i1.7690
https://doi.org/10.29300/mzn.v12i1.7690
https://doi.org/10.1108/JIMA-09-2019-0190
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0110
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0110
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0110
https://doi.org/10.15642/elqist.2023.13.1.49-66
https://doi.org/10.15642/elqist.2023.13.1.49-66
https://doi.org/10.1108/JM2-10-2021-0251
https://doi.org/10.1108/JM2-10-2021-0251
https://doi.org/10.18517/ijaseit.7.4.2518
https://doi.org/10.18517/ijaseit.7.4.2518
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0114
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0114
https://doi.org/10.3390/su13147625
https://doi.org/10.3390/su13147625
https://doi.org/10.5539/ijms.v8n1p117
https://thefinance.co.id/economy-business/peta-pasar-setelah-merger-bank-syariah-indonesia-bagaimana-kinerja-bank-muamalat/
https://thefinance.co.id/economy-business/peta-pasar-setelah-merger-bank-syariah-indonesia-bagaimana-kinerja-bank-muamalat/
https://thefinance.co.id/economy-business/peta-pasar-setelah-merger-bank-syariah-indonesia-bagaimana-kinerja-bank-muamalat/
https://doi.org/10.1057/s41264-022-00145-0
https://doi.org/10.1057/s41264-022-00145-0
https://doi.org/10.1108/JIMA-01-2022-0030
https://doi.org/10.1108/JIMA-01-2022-0030
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0121
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0121
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0121
https://doi.org/10.1080/20430795.2020.1803665
https://doi.org/10.1080/20430795.2020.1803665
http://www.jstor.org/stable/27751067
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0124
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0124
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0124
https://doi.org/10.1287/isre.1040.0015
https://doi.org/10.1287/isre.1040.0015
https://doi.org/10.1016/j.im.2021.103501
https://doi.org/10.1016/j.im.2021.103501
https://doi.org/10.1108/APJML-10-2018-0448
https://doi.org/10.1108/APJML-10-2018-0448
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0128
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0128
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0128
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0129
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0129
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0129
https://en.tempo.co/read/1303052/jakarta-ranks-10th-on-worlds-most-congested-cities
https://en.tempo.co/read/1303052/jakarta-ranks-10th-on-worlds-most-congested-cities
https://doi.org/10.36667/se.v6i2.1176
https://doi.org/10.36667/se.v6i2.1176
https://doi.org/10.21512/bbr.v13i3.8524
https://doi.org/10.21512/bbr.v13i3.8524
https://bisnis.tempo.co/read/1725253/layanan-mobile-banking-error-netizen-minta-bsi-beri-kompensasi-ke-nasabah?page_num=2
https://bisnis.tempo.co/read/1725253/layanan-mobile-banking-error-netizen-minta-bsi-beri-kompensasi-ke-nasabah?page_num=2
https://bisnis.tempo.co/read/1725253/layanan-mobile-banking-error-netizen-minta-bsi-beri-kompensasi-ke-nasabah?page_num=2
http://ramayah.com/journalarticlespdf/impactpeu.pdf
https://doi.org/10.1108/ITP-07-2021-0535
https://www.cnbcindonesia.com/tech/20230510163102-37-436243/bsi-kena-serangan-ransomware-erick-thohir-buka-suara
https://www.cnbcindonesia.com/tech/20230510163102-37-436243/bsi-kena-serangan-ransomware-erick-thohir-buka-suara
https://www.cnbcindonesia.com/tech/20230513085417-37-437007/tenang-layanan-bsi-sudah-normal-nasabah-aman-bertransaksi
https://www.cnbcindonesia.com/tech/20230513085417-37-437007/tenang-layanan-bsi-sudah-normal-nasabah-aman-bertransaksi
https://doi.org/10.3390/su14148646
https://money.kompas.com/read/2023/05/17/072027926/perjalanan-kasus-bsi-dari-gangguan-layanan-sampai-hacker-minta-tebusan?page=all
https://money.kompas.com/read/2023/05/17/072027926/perjalanan-kasus-bsi-dari-gangguan-layanan-sampai-hacker-minta-tebusan?page=all
https://money.kompas.com/read/2023/05/17/072027926/perjalanan-kasus-bsi-dari-gangguan-layanan-sampai-hacker-minta-tebusan?page=all
https://doi.org/10.1109/tdsc.2015.2410795
https://www.smartpls.com
https://doi.org/10.1108/JIMA-01-2023-0025
https://doi.org/10.1108/JIMA-01-2023-0025
https://doi.org/10.36407/serambi.v7i1.1486
https://doi.org/10.36407/serambi.v7i1.1486
https://doi.org/10.1109/NCETSTEA48365.2020.9119914
https://doi.org/10.1109/NCETSTEA48365.2020.9119914
https://doi.org/10.1007/978-4-431-55043-3_22
https://www.spglobal.com/ratings/en/research/pdf-articles/islamic-finance-outlook-2022-28102022v1.pdf
https://www.spglobal.com/ratings/en/research/pdf-articles/islamic-finance-outlook-2022-28102022v1.pdf
https://www.spglobal.com/ratings/en/research/pdf-articles/islamic-finance-outlook-2022-28102022v1.pdf
https://doi.org/10.1016/j.jcorpfin.2018.08.009
https://doi.org/10.24952/jiftech.v1i2.6703
https://doi.org/10.24952/jiftech.v1i2.6703
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0149
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0149
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0149
https://www.calculator.net/sample-size-calculator.html
https://www.calculator.net/sample-size-calculator.html

M. Aisyah et al.

[151]

[152]

[153]

[154]

[155]

[156]

[157]

[158]

[159]

[160]

[161]

[162]

[163]

[164]

[165]

[166]

[167]

[168]

[169]

[170]

[171]

[172]

[173]

Sari, A.R. (2023). BSI ErrorBerhari-hari Bikin Nasabah Parno, Pengamat IT:
ancaman Serangan Siber Kian Terbuka. Tempo.Co. https://bisnis.tempo.co/read/
1725586/bsi-error-berhari-hari-bikin-nasabah-parno-pengamat-it-ancaman-seran
gan-siber-kian-terbuka.

S. Sarofim, A. Tolba, M. Kalliny, The effect of religiosity on customer’s response to
service failure: belief-in-fate, forgiveness, and emotional wellbeing, J. Consum.
Aff. 56 (1) (2022) 465-486.

M. Sarstedt, J.F. Hair, M. Pick, B.D. Liengaard, L. Radomir, C.M. Ringle, Progress
in PLS-SEM use in marketing research in the last decade, Psychol. Mark. 39 (5)
(2022) 1035-1064, https://doi.org/10.1002/mar.21640.

U. Secaran, R. Bougie, Research Methods for Business, 7th ed., John Wiley & Sons
Ltd, 2016. www.wileypluslearningspace.com.

M.G. Senali, M. Iranmanesh, F.N. Ismail, N.F.A. Rahim, M. Khoshkam, M. Mirzaei,
Determinants of intention to use e-wallet: personal innovativeness and propensity
to trust as moderators, Int. J. Hum.-Comput. Interact. 39 (12) (2023) 2361-2373,
https://doi.org/10.1080/10447318.2022.2076309.

K.H. Seo, J.H. Lee, The emergence of service robots at restaurants: integrating
trust, perceived risk, and satisfaction, Sustainability (Switzerland) 13 (8) (2021),
https://doi.org/10.3390/s5u13084431.

R. SGIE, State of the Global Islamic Economy Report, DinarStandard (2023) 1-40.
https://haladinar.io/hdn/doc/report2018.pdf.

Shameera, A.W.F., Mansoor, C.M.M., Nadhira, A.K.F., & Shafrana, A.W.F. (2018).
Sri Lankan youth perception (user) toward ‘Muslim pro’apps through smart phone.

S. Sharma, G. Singh, S. Pratt, Modeling the multi-dimensional facets of perceived
risk in purchasing travel online: a generational analysis, J. Qual. Assur. Hosp.
Tour. 23 (2) (2022) 539-567, https://doi.org/10.1080/
1528008X.2021.1891597.

H. Siagian, Z.J.H. Tarigan, S.R. Basana, R. Basuki, The effect of perceived
security, perceived ease of use, and perceived usefulness on consumer behavioral
intention through trust in digital payment platform, Int. J. Data Netw. Sci. 6 (3)
(2022) 861-874, https://doi.org/10.5267/.ijdns.2022.2.010.

H.B. Singu, D. Chakraborty, I have the bank in my pocket: theoretical evidence
and perspectives, J. Public Aff. 22 (3) (2022) 1-21, https://doi.org/10.1002/
pa.2568.

Siswadi, A., & Silaban, M.W. (2022). Survei Populix: konsumen Lebih Menyukai
Aplikasi mobile banking dan e-wallet. Tempo.Co. https://bisnis.tempo.co/re
ad/1609209/survei-populix-konsumen-lebih-menyukai-aplikasi-mobile-bankin
g-dan-e-wallet.

E.L. Slade, Y.K. Dwivedi, N.C. Piercy, M.D. Williams, Modeling consumers’
adoption intentions of remote mobile payments in the United Kingdom: extending
UTAUT with innovativeness, risk, and trust, Psychol. Mark. 32 (8) (2015)
860-873, https://doi.org/10.1002/mar.

H. Song, W.J. Ruan, Y.J.J. Jeon, An integrated approach to the purchase decision
making process of food-delivery apps: focusing on the TAM and AIDA models, Int.
J. Hosp. Manag. 95 (2021) 102943.

Strategic, T. (2024). Analysis: muhammadiyah’s fund withdrawal from BSI
reveals financial strength. TheJakartaPost.Com. https://www.thejakartapost.
com/opinion/2024/06/19/analysis-muhammadiyahs-fund-withdrawal-from-bsi
-reveals-financial-strength.html.

H. Sudarsono, M.N. Kholid, A. Trisanty, M. Maisaroh, The intention of Muslim
customers to adopt mobile banking: the case of Islamic banks in Indonesia, Cogent
Bus. Manag. 9 (1) (2022), https://doi.org/10.1080/23311975.2022.2154102.

D. Suhartanto, D. Dean, T.A.T. Ismail, R. Sundari, Mobile banking adoption in
Islamic banks: integrating TAM model and religiosity-intention model, J. Islam.
Mark. 11 (6) (2019) 1405-1418, https://doi.org/10.1108/JIMA-05-2019-0096.
N.M. Suki, N.M. Suki, Exploring the relationship between perceived usefulness,
perceived ease of use, perceived enjoyment, attitude and subscribers’ intention
towards using 3G mobile services, J. Inf. Technol. Manag. XXII (1) (2011) 1-7. htt
p://jitm.ubalt.edu/XXII-1/articlel.pdf.

D. Suleman, I. Zuniarti, E.D. Setyaningsih, V.A. Yanti, .H. Susilowati, I. Sari,

S. Marwansyah, S.S. Hadi, A.S. Lestiningsih, Decision model based on technology
acceptance model (tam) for online shop consumers in Indonesia, Acad. Mark.
Stud. J. 23 (4) (2019) 1-14.

M. Suorsa, P. Helo, Information security failures identified and measured-1SO/
IEC 27001:2013 controls ranked based on GDPR penalty case analysis, Inf. Secur.
J. 33 (3) (2024) 285-306, https://doi.org/10.1080/19393555.2023.2270984.
Y. Sutarso, The role of Islamic religiosity on the relationship between risk, trust,
and intention to use digital payments during the COVID-19 pandemic, Int. J.
Islam. Econ. Finance (IJIEF) 5 (2) (2022) 177-200, https://doi.org/10.18196/
ijief.v5i2.13990.

Tiara, D., Anggraeni, P., Wahyuni, E.T., Ritchi, H., Padjadjaran, U., Coblong, K.,
Bandung, K., & Java, W. (2021). Does COVID-19 pandemic increase the use of
cashless banking digital services ? The case of Indonesia. 12.

Y.P. Timur, A.A. Ridlwan, K. Fikriyah, F.D. Susilowati, C. Canggih, F. Nurafini,
How should Bank Syariah Indonesia respond to cyber-attacks? Churn, sentiments,
and emotions analysis with machine learning, J. Islam. Econ. Lariba 10 (1) (2024)
439-470, https://doi.org/10.20885/jielariba.vol10.iss1.art24.

18

[174]

[175]

[176]

[177]

[178]

[179]

[180]

[181]

[182]

[183]

[184]

[185]

[186]

[187]

[188]

[189]

[190]

[191]

[192]

[193]

[194]

[195]

[196]

[197]

[198]

Sustainable Futures 10 (2025) 101530

A.T. To, T.H.M. Trinh, Understanding behavioral intention to use mobile wallets
in vietnam: extending the tam model with trust and enjoyment, Cogent Bus.
Manag. 8 (1) (2021) 1891661.

R. Torres, N. Gerhart, Mobile proximity usage behaviors based on user
characteristics, J. Comput. Inf. Syst. 59 (2) (2019) 161-170, https://doi.org/
10.1080/08874417.2017.1320954.

Y. Tsarenko, D. Tojib, The role of personality characteristics and service failure
severity in consumer forgiveness and service outcomes, J. Mark. Manag. 28
(9-10) (2012) 1217-1239.

Uly, Y.A., & Djumena, E. (2023). Layanan BSI error Erick Thohir Akui Ada
Serangan Siber. Kompas.Com. https://money.kompas.com/read/2023/05/10
/140408326/layanan-bsi-error-erick-thohir-akui-ada-serangan-siber.

F.N. Ulya, Q. Qoyyimah, K.F. Hana, Analysis of customer interest and satisfaction
toward BSI mobile banking service, Al-Bank: J. Islam. Bank. Finance 2 (2) (2022)
113, https://doi.org/10.31958/ab.v2i2.6011.

H. Usman, D. Mulia, C. Chairy, N. Widowati, Integrating trust, religiosity and
image into technology acceptance model: the case of the Islamic philanthropy in
Indonesia, J. Islam. Mark. 13 (2) (2022) 381-409, https://doi.org/10.1108/
JIMA-01-2020-0020.

H. Usman, N.W.K. Projo, C. Chairy, M.G. Haque, The exploration role of Sharia
compliance in technology acceptance model for e-banking (case: islamic bank in
Indonesia), J. Islam. Mark. 13 (5) (2022) 1089-1110, https://doi.org/10.1108/
JIMA-08-2020-0230.

N. Usmanova, J. Yang, E. Sumarliah, S.U. Khan, S.Z. Khan, Impact of knowledge
sharing on job satisfaction and innovative work behavior: the moderating role of
motivating language, VINE J. Inf. Knowl. Manag. Syst. 51 (3) (2020) 515-532,
https://doi.org/10.1108/VJIKMS-11-2019-0177.

V. Venkatesh, F.D. Davis, A theoretical extension of the technology acceptance
model: four longitudinal field studies, Manag. Sci. 46 (2) (2000) 186-204.

R. Wahyudi, A.R.B. Almira, Determinants of costumer’s to use Islamic bank: the
case of Muhammadiyah in region Yogyakarta, Soc. Sci. Stud. 2 (6) (2022)
523-537, https://doi.org/10.47153/s5526.4662022.

M. Walfajri, Y. Winarto, Digital Banking Tumbuh Di Tengah pandemi, Masyarakat
Kian Sering Bertransaksi Online, Kontan.Co.Id, 2022. https://newssetup.kontan.
co.id/news/digital-banking-tumbuh-di-tengah-pandemi-masyarakat-kian-sering
-bertransaksi-online?page=all.

Y. Wang, H. Zhang, Y. Wang, Y. Liu, An investigation on the development of
informatization ability of teachers by applying the TAM, in: Proceedings of the
2018 International Joint Conference on Information, Media and Engineering
(ICIME), 2018, pp. 172-176.

Wearesocial, Essential Digital Headlines, We Are Social, 2023. https://wearesoci
al.com/id/blog/2023/01/digital-2023/.

M. Wetzels, G. Odekerken-Schroder, C. Van Oppen, Using PLS path modeling for
assessing hierarchical construct models: guidelines and empirical illustration, MIS
Q.: Manag. Inf. Syst. 33 (1) (2009) 177-196, https://doi.org/10.2307/20650284.
D. Won, W. Chiu, H. Byun, Factors influencing consumer use of a sport-branded
app: the technology acceptance model integrating app quality and perceived
enjoyment, Asia Pac. J. Mark. Logist. 35 (5) (2023) 1112-1133.

A.T. Wong, A TAM approach of studying the factors in social media and consumer
purchase intention in Hong Kong, J. Econ. Manag. Trade 21 (10) (2018) 1-17.
Milan Yadav, Subramanian Shanmugam, Factors influencing behavioral
intentions to use digital lending: an extension of TAM model, Jindal J. Bus. Res.
13 (2) (2024) 213-226, https://doi.org/10.1177/22786821231211411.

X. Yang, J. Yang, Y. Hou, S. Li, S. Sun, Gamification of mobile wallet as an
unconventional innovation for promoting fintech: an fsQCA approach, J. Bus. Res.
155 (PA) (2023) 113406, https://doi.org/10.1016/j.jbusres.2022.113406.

A. Yanovi, L. Nora, S. Al Bakri, Intention to use mobile banking service:
examining the role of ease of use, perceived usefulness and trust, Int. J. Econ. Bus.
Entrep. 6 (1) (2023) 27-35, https://doi.org/10.23960/ijebe.v6i1.231.

Y. Yudhistira, A.S. Talita, Analyzing public sentiment towards BSI service
disruptions through X: naive bayes algorithm, Sinkron 8 (3) (2024) 1651-1661,
https://doi.org/10.33395/sinkron.v8i3.13729.

S.U. Zaman, M.U.I. Khalid, S.H. Alam, M. Hunain, Investigating the factors
influencing the acceptance of Islamic Mobile Banking services, Asian Bull. Green
Manag. Circ. Econ. 5 (1) (2025) 99-126, https://doi.org/10.62019/abgmce.
v5i1.129.

Y. Zhao, Q. Ni, R. Zhou, What factors influence the mobile health service
adoption? A meta-analysis and the moderating role of age, Int. J. Inf. Manag. 43
(2017) 342-350, https://doi.org/10.1016/j.ijinfomgt.2017.08.006.

S. Barquin, E. Buntoro, I. Pricillia, 12). Indonesia leaps forward in digital banking
adoption. The Jakarta Post. https://www.thejakartapost.com/academia/2021/
10/12/indonesia-leaps-forward-in-digital-banking-adoption.html.

A.R.A.M. Fauzan, A.M. Zeki, My e-mosque system: an Islamic android companion,
Intern. J. Islamic Appl. Comp. Sci. Technol. 2 (2) (2014) 30-73.

Hacket, C., Stonawski, M., Tong, Y., Kramer, S., Shi, A., & Fahmy, D. (2025). How
the Global Religious Landscape Changed From 2010 to 2020. In Pew Research
Center. https://doi.org/10.58094/1j71-ny11.


https://bisnis.tempo.co/read/1725586/bsi-error-berhari-hari-bikin-nasabah-parno-pengamat-it-ancaman-serangan-siber-kian-terbuka
https://bisnis.tempo.co/read/1725586/bsi-error-berhari-hari-bikin-nasabah-parno-pengamat-it-ancaman-serangan-siber-kian-terbuka
https://bisnis.tempo.co/read/1725586/bsi-error-berhari-hari-bikin-nasabah-parno-pengamat-it-ancaman-serangan-siber-kian-terbuka
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0152
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0152
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0152
https://doi.org/10.1002/mar.21640
http://www.wileypluslearningspace.com
https://doi.org/10.1080/10447318.2022.2076309
https://doi.org/10.3390/su13084431
https://haladinar.io/hdn/doc/report2018.pdf
https://doi.org/10.1080/1528008X.2021.1891597
https://doi.org/10.1080/1528008X.2021.1891597
https://doi.org/10.5267/j.ijdns.2022.2.010
https://doi.org/10.1002/pa.2568
https://doi.org/10.1002/pa.2568
https://bisnis.tempo.co/read/1609209/survei-populix-konsumen-lebih-menyukai-aplikasi-mobile-banking-dan-e-wallet
https://bisnis.tempo.co/read/1609209/survei-populix-konsumen-lebih-menyukai-aplikasi-mobile-banking-dan-e-wallet
https://bisnis.tempo.co/read/1609209/survei-populix-konsumen-lebih-menyukai-aplikasi-mobile-banking-dan-e-wallet
https://doi.org/10.1002/mar
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0164
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0164
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0164
https://www.thejakartapost.com/opinion/2024/06/19/analysis-muhammadiyahs-fund-withdrawal-from-bsi-reveals-financial-strength.html
https://www.thejakartapost.com/opinion/2024/06/19/analysis-muhammadiyahs-fund-withdrawal-from-bsi-reveals-financial-strength.html
https://www.thejakartapost.com/opinion/2024/06/19/analysis-muhammadiyahs-fund-withdrawal-from-bsi-reveals-financial-strength.html
https://doi.org/10.1080/23311975.2022.2154102
https://doi.org/10.1108/JIMA-05-2019-0096
http://jitm.ubalt.edu/XXII-1/article1.pdf
http://jitm.ubalt.edu/XXII-1/article1.pdf
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0169
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0169
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0169
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0169
https://doi.org/10.1080/19393555.2023.2270984
https://doi.org/10.18196/ijief.v5i2.13990
https://doi.org/10.18196/ijief.v5i2.13990
https://doi.org/10.20885/jielariba.vol10.iss1.art24
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0174
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0174
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0174
https://doi.org/10.1080/08874417.2017.1320954
https://doi.org/10.1080/08874417.2017.1320954
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0176
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0176
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0176
https://money.kompas.com/read/2023/05/10/140408326/layanan-bsi-error-erick-thohir-akui-ada-serangan-siber
https://money.kompas.com/read/2023/05/10/140408326/layanan-bsi-error-erick-thohir-akui-ada-serangan-siber
https://doi.org/10.31958/ab.v2i2.6011
https://doi.org/10.1108/JIMA-01-2020-0020
https://doi.org/10.1108/JIMA-01-2020-0020
https://doi.org/10.1108/JIMA-08-2020-0230
https://doi.org/10.1108/JIMA-08-2020-0230
https://doi.org/10.1108/VJIKMS-11-2019-0177
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0182
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0182
https://doi.org/10.47153/sss26.4662022
https://newssetup.kontan.co.id/news/digital-banking-tumbuh-di-tengah-pandemi-masyarakat-kian-sering-bertransaksi-online?page=all
https://newssetup.kontan.co.id/news/digital-banking-tumbuh-di-tengah-pandemi-masyarakat-kian-sering-bertransaksi-online?page=all
https://newssetup.kontan.co.id/news/digital-banking-tumbuh-di-tengah-pandemi-masyarakat-kian-sering-bertransaksi-online?page=all
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0185
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0185
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0185
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0185
https://wearesocial.com/id/blog/2023/01/digital-2023/
https://wearesocial.com/id/blog/2023/01/digital-2023/
https://doi.org/10.2307/20650284
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0188
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0188
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0188
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0189
http://refhub.elsevier.com/S2666-1888(25)01091-3/sbref0189
https://doi.org/10.1177/22786821231211411
https://doi.org/10.1016/j.jbusres.2022.113406
https://doi.org/10.23960/ijebe.v6i1.231
https://doi.org/10.33395/sinkron.v8i3.13729
https://doi.org/10.62019/abgmce.v5i1.129
https://doi.org/10.62019/abgmce.v5i1.129
https://doi.org/10.1016/j.ijinfomgt.2017.08.006
https://www.thejakartapost.com/academia/2021/10/12/indonesia-leaps-forward-in-digital-banking-adoption.html
https://www.thejakartapost.com/academia/2021/10/12/indonesia-leaps-forward-in-digital-banking-adoption.html
http://refhub.elsevier.com/S2666-1888(25)01091-3/optrNNqI8Yqdc
http://refhub.elsevier.com/S2666-1888(25)01091-3/optrNNqI8Yqdc
https://doi.org/10.58094/fj71-ny11

	Customers’ trust in Islamic banking post-cyberattack leads to digital service breakdowns in Indonesia
	1 Introduction
	2 Theoretical and hypotheses development of the TAM-trust mediation-moderation model
	2.1 The technology acceptance model (TAM)
	2.2 The integration of trust and low-risk perception in TAM
	2.3 The mediation factors in the TAM-trust model
	2.4 The religiosity moderation factors in the TAM-trust mediation model

	3 Methods
	4 Results
	4.1 Comment method bias
	4.2 Respondent descriptions
	4.3 Outer model
	4.4 Inner model

	5 Discussions
	6 Theoretical contribution
	7 Practical implications
	8 Limitations and future research recommendations
	CRediT authorship contribution statement
	Declaration of competing interest
	Data availability
	References


